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ALL TNFORMATITON CCMNTALTINED
HEREIM IS UNCLASSIFIED EXCEPRT
WHERE SHOWHM OTHERWIZE

Synopsis: Qﬁmehe Office of the General Counsel (OGC) considers
that this matter must be reported to the Intelligence Oversight
Board (IOB) and to the Office of Professional Responsibility bl
(OPR). 0OGC will prepare an appropriate cover letter and a b2
memorandum to the TOB. Our analysis follows.
DATE: O8-15-Z2005 bé
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(U) The Right to Financial Privacy Act (RFPA), Title
12, United States Code, Section 3401 et seq. (12 USC 3401 et
seq.) states in 3402 that "ie "xcept as provided by section
3403 (c) or (d), 3413, or 3414 of this title, no Government
authority may have access to or obtain copies of, or the
information contained in the financial records of any customer
from a financial institution . . .."

(U) 12 USC 3414 provides in part:

(a) (1) Nothing in this chapter (except sections 3415,
3417, 3418, and 3421 of this title) shall apply to the
production and disclosure of financial records pursuant
to requests from--
(A) a Government authority authorized to
conduct foreign counter- or foreign positive-
intelligence activities for purposes of
conducting such activities; or
(B)

(2) In the instances specified in paragraph (1), the
Government authority shall submit to the financial
institution the certificate required in section 3403 (b)
of this title signed by a supervisory official of a
rank designated by the head of the Government
authority.

(U) Section 2-17 of the National Foreign Intelligence
Program Manual (NFIPM) lists the FBI officials who can request financial
records under the foregoing section of RFPA. According
to section 2-17 of the NFIPM, such requests must be made by an
Assistant Special Agent in Charge or a more senior official.

(U) 12 USC 3417 provides for civil liability of an
agency or department of the United States that obtains financial
records or information in violation of the RFPA. The same
section deals with "disciplinary action for wilful or intentional
violation" of these RFPA provisions by agents or employees of the

government .
bé

G?Ki In this instance, the conduct of SAl :was bIC
wilful and intentional, even though she did not realize that she

had acted in contravention of the RFPA and Bureau policy. It (U)
SE%T
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should also be noted that SA[::::]ums at the time a probationary
agent. Inasmuch as her actions nevertheless amount to
"intelligence activities that may be unlawful or contrary
to Executive order or Presidential directive" they are reportable
to the Intelligence Oversight Board (I0OB) under the terms of
section 2.4 of Executive Order 12863. OGC will therefore prepare
a cover letter and a memorandum to report this matter to the IOB
and to advise that it has been referred to the Office of
Professional Responsibility. (u)

LEAD(s) :
Set Lead 1: (Action)
DIRECTOR’'S OFFICE
AT OPR FO, DC
(U) For action deemed appropriate.
Set Lead 2: (Action)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) Please read and clear.
‘Set Lead 3: (Action)
WASHINGTON FIELD
AT WASHINGTCN, DC

(U) For action deemed appropriate.
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BY COURIER

General Brent Scowcroft (USAF Retired)

Chairman -
Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-explanatory
enclosure entitled, "Intelligence Oversight Board (IOB) Matter,
IOB 2004-77." (U)

The enclosure sets forth details of investigative activity
which the FBI has determined may have been contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Bxecutive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

DATE: 05-15-2005 SSTIFIED WHEN ATT, THFORMATTION CONTATHED
CLASSIEI?Dfo Q;1?9KDMHKJMKGS—CV—DB4S HEREIN I UNCLASSIFIED EXCERT
REASON: 1.4 () :

WHERE BSHOWN COTHERWIGE
DECLAZEIFY ON: 08-15-2030

1 - Mg, Thomas 1 - IOB Library , b6
1 - 1 - 278-HQ-C1229736-VIO
1 - ‘ b7C
Dett rom; =
De Iy on: 5-1

Case ID : 278-HQ-C1229736-VIO ' Serial : 601
SESCeT
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie Thomas
Deputy General Counsel

Enclosure

1 - The Honorable John D. Ashcroft
Attorney General
U.S8. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

g;zg%T

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB 2004-77 _(U)
ggdng

Page
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b7A

(s)
{s¥ Investigation of this IOB matter has determined that | |

18]

Zk( Such information is relevant in national security investigations
of this type.

However, the proper method for obtaining bank records is through a National
Security Letter '

under Title 12, United States Code, Section 3414 (a) (1) (A). Access to
financial recoxrds by

government authorities through means not provided by law is prohibited
under Title 12, United

States Code, Section 3402. ()

il |

(U)
b7a

(U) This matter has been referred to the FBI's Office of Professional
Responsibility for
such action as may be appropriate.

Deti from:
Declassi () on+ 25-1

SHRRET
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/29/2004
To: Indianapolis Attn: SAC
Director's Office Attn: Office of Professional

Respongibility (OPR)

Counterterrorism Attn: A/AD
From: General Counsel b2
Counterterrorism Law Unit TII b6
Contact: | | .
bB7C
Approved By: Curran John F b6
I I B7C
Drafted By: | | \\
Case ID # . 278 —HQ— C1229736-VIO - gﬁci.:s?isgﬁﬁcm 55170/ DM/ W/ 05-Cv—-0845
IP 278-0

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER (IOB)
IOB 2003 148

Synopsis: [ It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the Intel-
ligence Oversight Board (IOB) and to the Office of Professional
Responsibility (OPR), FBIHQ. OGC will prepare a cover letter and
a memorandum to report this matter to the IOB. Our analysis
follows.(u)

(U)

-3

1
Reference: 315T-1IP-92406
Administrative: (U) This communication contains one or more
footnoteg. To read the footnotes, download and print the

document in Corel WordPerfect.
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To: Counterterrorism Division From: General Counsel
Re: }{) 278-HQ-C1229736-VIO, 01/28/2004

Details: ;gi As discussed in the electronic communication (EC)®
dated November 3, 2003, FBI Indianapolis prepared and forwarded a
letterh randum he full inv igation (FTI) on
subject a
U.S. person, on April 17, 2002. | ]is a "United States
person" as that term is used in the Attorney General Guidelines
for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations (FCIG).? The initiation and
continuation of the FI required FBI Indianapolis and the
Headquarters' substantive unit to comply with the reguirements of
Executive Order (EO) 12863 and the FCIG. In this regard,

became the subject of a FBI full investigation on April 17, 2002,
in the Indianapolis Division. The required 90-day LHM was not
filed. Additionally, the annual LHM that should have been
prepared and forwarded to FBIHQ on or before April 17, 2003, was
not received until October 20, 2003. It should be noted that the
LEM was prepared on or about July 18, 2003, but for unknown
reagons, it was not uplecaded into ACS. In October of 2003, when
FBI Indianapolis was notified that the annual LHM had not be
received at FBIHQ, the same was forwarded. On November 3, 2003,
FBI Indianapolis advised FBIHQ and the Office of the General
Counsel that they had failed to comply with the 90-day and annual
reporting requirements.

(U) Because the subject of the investigation was (and
remains) a "United States person" as that term is used in Section
101(1i) of the Foreign Intelligence Surveillance Act of 1978
(FISA) and Section II.W of the Attorney General Guidelines for
FBI Foreign Intelligence Collection and Foreign

Counterintelligence Investigations (FCIG)’,continuation of the

"(%) EC from FBI Indianapolis to OGC, dated 11/03/2003 and titled "Potential [OB
Matter." 117}

2 C&j A "United States person" is defined in Section ILW. of the FCIG as "an individual
who is ....[a] United States citizen . . . or. . . [b] a permanent resident alien . . .." (U)

3 A "United States person" is defined in Section 101(i) of the Foreign Intelligence

Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 et seq.) as "a citizen of the United States
[or] an alien lawfully admitted for permanent residence (as defined in section 101(2)(20) of the
Immigration and Naturalization Act) . ..." See also section IL.W of the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence

Investigations. )
SEERET
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To: Counterterrorism Division From: General Counsel
Requ;l&(i278—HQ—C1229736-VIO, 01/28/2004

investigation required that Indianapolis and the Headgquarters'
substantive unit comply with the reporting requirements of
Executive Order 12863 and the FCIG. FBI Indianapolis failed to
submit the 90-day LHM, due on or about July 17, 2002, and the
annual LHM, due on or about April 17, 2003, to the National
Security Law Branch (NSLB), OGC, for submission to the Office of
Intelligence Policy and Review (OIPR), Department of Justice
(DOJ), as required by the FCIG. As a result of these errors,
OIPR was not advised of the status of the ongoing investigation
for approximately eighteen months.(U)

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated September 13, 1993, mandates that Inspectors General and
General Counsel of the Intelligence Community components (in the
FBI, the Assistant Director, INSD, and the General Counsel, O0GC,
regpectively) report to the IOB "concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive." This
language was adopted verbatim from E.O. 12334, dated December 4,
1981, when the IOB was known as the President's Intelligence
Oversight Board (PIOB). By longstanding agreement between the
FBI and the IOB (and its predecegsor, the PIOB), this language
has been interpreted to mandate the reporting of any violation of
a provision of the FCIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.O0. 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially admin-
istrative in nature need not be reported to the IOB. The FBI is
required, however, to maintain records of such administrative
violations so that the Counsel to the IOB may review them upon
request.

{ Section IX of the FCIG sets forth rules governing
the reporting, dissemination, and retention of information
concerning foreign counterintelligence and international
terrorism investigations. Section IX.C provides in pertinent
part that: (U

Each full investigation of any U.S. person
shall be reported within ninety (90) days of
initiation to the Office of Intelligence
Policy and Review, setting forth the basis
for undertaking the investigation. The FBI
shall furnish to the Attorney General or a
designee a summary of each investigation at

SEeRET
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To: ounterterrorism Division From: General Counsel
Re:qu ) 278-HQ-C1229736-VIO, 01/28/2004

the end of each year the investigation
continues, including specific information on
any requests for assistance made by the FBI
to foreign law enforcement, intelligence or
security agencies. (Emphasis added.)

Qﬁ( Section IX.C is intended to regulate the timely
reporting of FBI full investigations on U.S. persons to the OIPR.
As such, it was written to include both administrative and
"rights protection" components. The annual reporting
requirements of Section IX.C is purely administrative in nature,
while the oversight exercised by the OIPR in reviewing the
required reporting ensures the protection of individual rights.
As a general rule, delinguent annual LHMs are considered to be
violations of an administrative nature when they are submitted to
the NSLB within 90 days of their original due date. These
administrative violations are placed in the control file for
periodic review by the Counsel to the IOB. When an LHM is not
submitted at all, or is submitted later than 90 days from its
original due date, the facts and circumstances of that particular
case must be examined to determine whether the failure or
substantial delay in submitting the LHM precluded meaningful
oversight and review by the OIPR. If the OIPR was precluded from
conducting such oversight and review, then the matter must be
reported to the IOB. y,

Is( As previously discussed, in this instance,
OIPR was not updated of the status of this ongoing investigation
invelving a U.S. person for approximately fifteen months. This
delayed reporting clearly precluded OIPR from exercising its
responsibility for oversight and approval of an ongoing foreign
counterintelligence investigation of a U.S. person, which is
contrary to the requirements of the FECIG.

&Q Based upon the above analysis, and consistent the
reporting requirements of Section 2.4 of E.O. 12863, OGC will
prepare a cover letter and an LHM to report this matter to the
IOB. That correspondence will also advise the IOB that this
matter will be referred to the FBI's Office of Professional
Responsibility. The latter is a matter within the cognizance
of the IMU. (U)
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To: Counterterrorism Division From: General Counsel
Rem:I >¢< 278-HQ-C1229736-VIO, 01/28/2004

LEAD(s) :
Set Lead 1: (Discretionary)

DIRECTOR'S OFFICE

AT OPR FO, DC

ij*}é) For action deemed appropriate.

Set Lead 2: (Discretionary)

COUNTERTERRORISM

(Uj:}é? For action deemed appropriate.
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From: Office of the General Counsel

National Security Law Branch/CILU/Room 7975 b6
Contact:l | |
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IOB 2003-29 oM 02-10-2005

Synopsis: ;)é)llmlt is the opinion of the Office of General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and deliver
the necessary correspondence to the IOB.

><)~|:U:| Der from : €=
- De

ify Onz -1
Reference: b@iﬂm78—HQ—l416655 Serial 2
Administrative: (U) This communication containg one or more
footnotes. To read the footnotes, download and print the

document in WordPerfect.

Details:im“RCS( As discussed in the electronic communication
(EC)?!, on 02/01/02 New York Office (NYO) submitted a letterhead

iU?‘*iSﬁ; EC from Inspection to the General Counsel and the Director's
Office, d 04/01/03 and titled “UC |;1 ssa
[:::::j:];]'Counterintelligence Division [;] I0B 2003 29." (INSD EC
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To: ounterintelligence Division From: General Counsel
Re:(TTI(X 278-HQ-C1229736. , 02/10/2005

memorandum (LHM) reguesting initiation of a full investigation
(FI), on]| [vho was a “United States person” as that term
is used in the then existing Attorney General Guidelineg for FBI
Foreign Intelligence Collection and Foreign Counterintelligence
Investigationg (FCIG).? The initiation and continuation of the
FI required that NYO and the Headquarters' substantive unit
comply with the requirements of Executive Order 12863 and the
FCIG. 1In this regard, NYO submitted its initial 90-day LHM to
the Headquarters' substantive unit (former NS-3A, currently CD-
3A) via electronic communication (EC) dated 02/01/02. On
01/31/03, NYO submitted its annual LHM. Subsequent to this
submigsgion, on 02/14/03, the National Security Law Unit (NSLU)
advised that its records did not show the receipt of the initial
90-day LHM. The Headquarters' substantive unit was unable to
verify the submission of the 90-day LHM to NSLU or Office of
Intelligence Policy and Review (OIPR).?® The reason why the 90-
day LHM was not received by NSLU or OIPR remains unexplained.
However, the consequence is clear: NYO's 90-day LHM was not
forwarded to OIPR as required.(V)

(U) Section 2.4 of Executive Order (EQO) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive Order or Presidential Directive. This
language was adopted verbatim from EO 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and
the IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a

201 A “United States person” is defined in Section II.W. of the FCIG
as “an individual who is. . . [a] United States citizen . . . or . . . [b] a
permanent resident alien . . . .” On 10/31/03, the FCIG were superseded by
the Attorney General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG). However, because this potential error
occurred while the FCIG were in effect, the potential error is analyzed within
the context of the then existing FCIG.

3 (U) INSD EC.

SECRET
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To: Counterintelligence Division From: General Counsel
Re: % 278-HQ-C1229736 , 02/10/2005

)

provision of the FCIG, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provisions were specifically intended
to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB.

The FBI is required, however, to maintain records of such
administrative viclations so that the Counsel to the IOB may
review them upon reguest.

iUJ*KS{: Section IX of the FCIG set forth rules governing
the reporting of information concerning foreign
counterintelligence and international terrorism investigations.
Section IX.C provided in pertinent part that:

Each full investigation of any U.S. person
shall be reported within ninety (90) days of
initiation to the Office of Intelligence
Policy and Review, setting forth the basis
for undertaking the investigation. The FBI
shall furnish to the Attorney General or a
designee a summary of each investigation at
the end of each year the investigation
continues, including specific information on
any requests for assistance made by the FBI
to foreign law enforcement, intelligence or
security agencies. (Emphasis added.)

(U)ZE{: Section IX.C was intended to regulate the timely
reporting of FBI full investigations on U.S. persons to the OIPR.
As such, it was written to include both administrative and
“rights protection” components. The 90-day and annual reporting
requirements of Section IX.C were purely administrative in
nature, while the oversight exercised by the OIPR in reviewing
. the required reporting ensured the protection of individual
rights. As a general rule, delinquent annual or 90-day LHMs were
considered to be violations of an administrative nature when they
were submitted to the NSLU within 90 days of their original due
date. These administrative violations were placed in a control
file for periodic review by the Counsel to the IOB. When an LHM
was not submitted at all, or was submitted later than 90 days

SECRET
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To: ocunterintelligence Division From: General Counsel
Re:iU' ) 278-HQ-C1229736 , 02/10/2005

from its original due date, the facts and circumstances of that
particular case were examined to determine whether the failure or
substantial delay in submitting the LHM precluded meaningful
-oversight and review by the OIPR. If OIPR was precluded from
conducting such oversight and review. then the matter was
required to be reported to the IOB. (V)

Qﬁ: As previously discussed, the reason why NYO/s 90-
day LHM was not received by the NSLU from the Headgquarters
substantive unit remains unexplained. As a result of the lack of
submission, OIPR was not advised of the status of this ongoing
investigation involving a U.S. person for over a year. This
delayed reporting clearly precluded OIPR from exercising its
oversight and review of an ongoing foreign counterintelligence
investigation of a U.S. person, and was contrary to the
requirements of the then existing FCIG. Consequently, in
accordance with the reporting requirements of Section 2.4 of E.O.
12863, OGC will prepare correspondence to report this matter. (u)

LEAD (s):
Set Lead 1: (Action)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

DIRECTOR'S OFFICE

AT OPR, DC
(U} For action deemed appropriate.

CC: Ms. Thomas

bé

b7C
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To: Counterintelligence Division From: General Counsel
Re: ><<) 278-HQ-C1229736 , 02/10/2005
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DECTASSIPIZD BY CEL79/DME/ T0/05-Cv-0845
o (B-13-2005

BY COURIER

General Brent Scowcroft (USAF Retired)
Chai rman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W,

Washington, D.C. 20503

Dear General Scowcroft:

This [etter forwards for your information a self-
explanatory enclosure, entitled Intelligence Oversight Board
{108) Matter, Counterintelligence Division, 108 Matter 2003-29,
)

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the then existing Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations and/or laws, Executive Orders, or Presidential

....................................................................................................................................

Case ID : 278-HQ-C1229736-V10 Serial ¢ 706

i‘?
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Directives which govern F8I foreign counterintelligence and
international terrorism investigations. This matter has alse
been referred to our Office of Professional Responsibility for a
determination of whether any administrative action is warranted.
{)

Enclosure

- Ms. Thomas

1
!
‘] .
1 - 108 Library

1 - 278-He-C1229736-v10
UNCLA WHEN

DE FRQ
CL ED ENCHQSURE

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr, James Baker
Counsel, Office of Intelligence Policy and Review

U.$. Department of Justice

b6
biC
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Room 6150

INTELLIGENCE OVERSIGHT BOARD (10B) MATTER
COUNTERINTELLIGENCE DIVISION
2003-29 {U)

Al

;§f:51nvestigafion of this [08 matter has determined that on
February 1, 2002, the New York Office of the Federal Bureau of
Investigation ("FBI") requested initiation of a full investigation (FI)
on who uas a United States person as that term was used in
the then existing Attorney General Guidelines for FBI Foreign
Intelligence Cotlection and Foreign Counterintelligence [nvestigations
(FCIGY.T1" Thus, the initiation and continuation of the FI required that
the New York Office and the Keadquarters’ substantive unit comply with
the requirements of Executive Order 12863 and the FCIG, The New York
Office submitted a letterhead memorandun (LHM) to the Headquarters’
substantive unit (former NS-3A, currently CD-3A) requesting the

S

b6

b1C
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initiation of this FI. However, the Headquarters' substantive unit did
not forward this LK te the National Security Law Unit nor to the
Office of Intelligence Policy and Review. As a consequence of the
error, for over a year, OIPR was precluded from exercising oversight
and control of this ongoing investigation, which was contrary to the
requirements of Section IX.C of the then existing FCIG.

FXEQOTNOTES** i[})

i1t ¥ A United States person is defined in Section I1.W of
the FCIG
as an individual who is. . . fa’ United States citizen .. .or...ib"a
permanent resident atien . . . . On 10/31/03, the FCIG were superseded by
the Attorney General’s Guidelines for FBI National Security [nvestigations and
foreign Intelligence Collection (NSIG). However, because this potential error
occurred while the FCIG were in effect, the potential error is analyzed within
the context of the then existing FCIG.
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To: Director's Office Attn: OPR
Counterintelligence Attn: AD
Washington Field Attn: SAC
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ALL INFORMATION COMTAINED

3 . HEEEIM IS8 UNCLASSIFIED EXCEPT
Title:  Daf (m %IC\JEEIZJIS%SEIF\/TSE OVERSIGHT BOARD MATTER [EREIN °8 UNCLASS-ELZ

Synopsis: Q§f¢UThe Office of the General Counsel (0OGC) considers

that this matter must be reported to the Intelligence Oversight bl
Board (IOB) and to the Office of Professional Responsibility b2
(OPR). OGC will prepare an appropriate cover letter and a
memorandum to the IOB. Our analysis follows. bé
- DATE: 08-15-2005 b7a
(Xﬂ Derive " (G—3  CLaSSIFIED 3Y 65179/DMH/JW/ 05-CV-0845
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To: irector's Qffice From: General Counsel
Re: U 278-HQ-C1229737-VI0, 10/21/2004

(3]

|isi

(U) The Right to Financial Privacy Act (RFPA), Title
12, United States Code, Section 3401 et seg. (12 USC § 3401 et
- seq.) states in §3402 that "l[elxcept as provided by section
3403(c) or (d), 3413, or 3414 of this title, no Government
authority may have access to or obtain copies of, or the
information contained in the financial records of any customer
from a financial institution . . .."

(U) 12 USC §3414 provides in part:

{(a) (1) Nothing in this chapter (except sections 3415,
3417, 3418, and 3421 of this title) shall apply to the

production and disclosure of financial records pursuant

to requests from--
(A) a Government authority authorized to

conduct foreign counter- or foreign positive-

intelligence activities for purposes of
conducting such activities; or
(B)

{2) In the instances specified in paragraph (1), the
Government authority shall submit to the financial

institution the certificate required in section 3403 (b)

of this title signed by a supervisory official of a
rank designated by the head of the Government
authority.

(U) Section 2-17 of the National Foreign Intelligence
Program Manual (NFIPM) lists the FBI officials who can reguest

S%T
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To: Director's Qffice From: General Counsel
Re: (ﬁ(),¢U3278-HQ-C1229737—VIO, 10/21/2004

financial records under the foregoing section of RFPA. According
to section 2-17 of the NFIPM, such requests must be made by an
Assistant Special Agent in Charge or a more senior official (u)

A (U) 12 USC 83417 provides for civil liability of an
agency or department of the United States that obtains financial
records or information in violation of the RFPA. The same .
section deals with "disciplinary action for wilful or intentional
violation" of these RFPA provisions by agents or employees of the
government .

iUhGX( In this instance, the conduct of SA[____ | was
wilful and intentional, even though she did not realize that she
had acted in contravention of the RFPA and Bureau policy. It
should also be noted that SA[:::::]was at the time a probationary
agent. Inasmuch as her actions nevertheless amount to
"intelligence activities that . . . may be unlawful or contrary
to Executive order or Presidential directive" they are reportable
to the Intelligence Oversight Board (IOB) under the terms of
section 2.4 of Executive Order 12863. O0OGC will therefore prepare
a cover letter and a memorandum to report this matter to the IOB
and to advise that it has been referred to the Office of
Professional Responsibility.
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To: Director's Office From: General Counsel
Re: }{) T278-HQ-C1229737-VIO, 10/21/2004

LEAD (s) :
Set Lead 1: (Action)

DIRECTOR'S OFFICE

AT OPR FO, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) Please read and clear.
Set Lead 3: (Action)

WASHINGTON FIELD

AT WASHINGTON, DC

(U) For action deemed appropriate.
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FEDERAL BUREAU OF INVESTIGATION

(01/26/1998)

Precedence: ROUTINE Date: 1/22/2004

To: Counterterrorism Attn: AD John S. Pistole
» A/SSA | |
. ITOS I, CONUS 11, Team 8
Director's Office Office of Professional bé
Responsibility (OPR)
Kansas City SSAl

sa| —

b7C

From: General Counsel
National Security Law Branch/Room 7975
Contact: Ext. b2

Approved By: Kelley Patrick W b6
| | bé b7C
b7C
Drafted By: | | 2,70
e

Case ID #: [ i11278-HQ-C1229736-VIO (Pending)

Title: z§<2¢UgNTELLIGENCE OVERSIGHT BOARD . -
ALL INFORMATION CONTATNED
MATTER 2003-153 HERETH I§ UNCLASSTFTIED EXCEDT
WHERE SHOWH OTHERWISE
. . L .
Synopsis: )8{: It is the opinion of the Office of the General
Counsel (OGC) that the late submission of a 90-day letterhead
memorandum (LHM) must be reported to the Intelligence Oversight
Board (IOB). OGC will prepare and deliver the required
correspondence to the IOB. Our analysis follows.
DATE: 08-1Z2-2Z005
%"(Uj Deriv g -3 CLASSIFIED BY €5179/DMH/JW/05-Cv-0B45

assify On: REAZCH: 1.4 [ -
DECLASSIFY ON: 0B-12-2030

(U
Reference: ‘Zs(i 315B-KC-84651 Serial 41

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, downlocad and print the

document in WordPerfect 8.0.
s%ﬂ
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To: Counterterrorism From: General Counsel
Rel',-U3~~>s< 278-HQ-C1229736-VIO, 1/22/2004

Details: ;Xi As noted in the referenced electronic
communication (EC),l

|i2)

bl
bé
b7a

b7C

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, O0OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOBR (and 1its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any viclation of a
provision of the FCIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.C. 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of the individual rights of U.S. persons. Violations

! 3%{ A “United States person” is defined in Section 101(i) of the
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et
seg.) as “a citizen of the United States [or] an alien lawfully admitted for
permanent residence (as defined in section 101(a) (20) of the Immigration and
Naturalization Act) . . . .” See also Section II.W of the Attorney General
Guidelines for FBI Foreign TIntelligence Collection and Foreiqgn Counter-

intelligence Investigations.
SE?QET
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To: Counterterrorism From: General Counsel
Re: I 278-HQ-C1229736-VIO, 1/22/2004

of provisions that are essentially administrative in nature need
noet be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

Section IX of the ECIG sets forth the rules
governing the reporting, dissemination, and retention of
information concerning foreign counterintelligence and
international terrorism investigations. Section IX.C provides
in pertinent part: (m

Each full investigation of any U.S. person
shall be reported within ninety (90) days of
initiation to the Office of Intelligence
Policy and Review, setting forth the basis
for undexrtaking the investigation. The FBI
shall furnish to the Attorney General or a
designee a summary of each investigation at
the end of each year the investigation
continues, including specific information on
any requests for assistance made by the FBI
to foreign law enforcement, intelligence

or security agencies.

(Emphasis added, classification marking omitted).

U Section IX.C of the ECIG is intended to regulate
the timely reporting of FBI full investigations on U.S. persons
to the Office of Intelligence Pclicy and Review (OIPR),
Department of Justice. As such, it was written to include both
administrative and “rights protection” components. The 90-day
and annual reporting regquirements of Section IX.C are purely
administrative in nature, while the oversight exercised
by the OIPR in reviewing the required reporting ensures the
protection of individual rights. As a general rule, delinguent
annual or 90-day LHMs are considered to be violations of an
administrative nature when they are submitted to the NSLU within
90 days of their original due date. These administrative
violations are placed in the control file for periodic review by
the Counsel to the IOB. However, when a LHM is not submitted at
all, or is submitted later than 90 days from its original due
date, the facts and circumstances of that particular case must be
examined to determine whether the failure or substantial delay in
submitting the LHM precluded meaningful oversight and review

e
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To: Counterterrorism From: General Counsel

Re:iUJN 278-HQ-C1229736-VIO, 1/22/2004 —

by the OIPR. If the OIPR was precluded from cconducting such

oversight and review, then the matter must be reported to the
JOB.

Uhd |

[ This 1is a violation
of Section IX.C of the FECIG which must be reported to the IOB

iUT“CKi In accordance with the reporting requirements of
Section 2.4 of E.O. 12863, OGC will prepare the correspondence
required to report this matter to the IOB.
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To: Counterterrorism From: General Counsel
Re:iUK}Q 278-HQ-C1229736-VIO, 1/22/2004

LEAD (s)
Set Lead 1:

COUNTERTERRORISM DIVISION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)

DIRECTOR'S OFFICE

AT OPR FO, DC

(U) For action deemed appropriate.

Set Lead 3: (Action)

KANSAS CITY

AT KANSAS

(U) For action deemed appropriate.

bé
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FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
IOB MATTER 2004-21 (U)
) By electronic communication (EC) dated February 11,
2004, i ' ivigi ihle IOB -
exror
I he nterintelligence Division b2
reported that | b7A
~;i53 b7E
) | | o
b2
8] b7a
’ b7E
[ | -

,,f‘igh' bl
b2
b7A

|18y »e
| Thus, 1n

accordance with the reporting requirements of Section 2.4 of E.O.
12863, this mistake must be reported to the IOB.

sé i d From : =
Decl i : 5-1
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---- Working Copy ---- Page 1
Precedence: ROUTINE _ Date: 10/22/2004
To: Counterintelligence Attn: Section Chief
Directors Office Attn: Office of Professional
Responsibility
SAN FRANCISCO Attn: SAC -
From: General Counsel bE
National Security Affairs/Room 7975 , _—
Contact: | b7C
Approved By: Thomas Julie F
L | b
Drafted By: | rrss bC

Case ID #: }{HUJ 278-HO-1425173

Title: (><|:'|'_'|':| INTELLIGENCE OVERSIGHT BOARD (IOB) AbL TMEORMATION CONTAINED
HEREIN 15 UNCLASSIFIED EXCEET

IOB MATTER 2003_56 WHERE ZHOWN QTHERWIEE

Synopsingj(%< It is the opinion of the Office of the General
Counsel (OGC) that this matter need not be reported to the Intel-
ligence Oversight Board (IOB), but, rather, that a record of this
decision should be maintained in the investigative control file
for review by the Counsel to the IOB.

() Derive . G-3 DATE: 08-11-2005
1 ~ CLASSIFIED BY A5179/DMH/IW/05-CV-0845
SSlfy On: REASON: 1.4 () (D)
|:'|'_'|':| DECLASSIEY ON: 08-11-2030
Reference': }&Q 278-HQ-1425173 b2
I | b7D
Administrative: () This communication contains one or more

footnotes. To read the footnotes, download and print the
document in WordPerfect 8.

Details: (U) Referenced electronic communications from the
Inspection Division (ID) to OGC, National Security Law Branch
(NSLB), dated May 28, 2003, advised OGC of a possible IOB
violation involving actions exceeding the authorized scope of
otherwise permitted activity OGC has reviewed the facts of the
captioned matter and has determined that reporting to the IOB is
not warranted. Our analysis follows.

&Q As set forth in the referenced ECs, San Francisco
Divigion was conducting a Full Field NFIP Investigation of a

Case ID : 278-HQ-1425173 Serial : 3
SE}%T
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SA Z sal | under the gupervigion of SSA |
bl
NO _No bé
S b7C
e

| Upon discovery of the mistake, an

appropriacte NoL was prepared covering the period 01/10/01-
04/30/03.

(U) Also following discovery of this mistake,
additional training and advice was provided to San Francisco
investigative personnel reg the
restrictions pertaining to

b7D

without a NSL.

iUJ:)S(; Section 2-56 of the National Foreign Intelligence
Program Manual requires OGC to determine whether the facts
related above must be reported to the IOB. Based on

the analysis set forth
below, it is OGC’s determination that they need not be

in this instance.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated September 13, 1993, mandates that Inspectors General and
General Counsel of the Intelligence Community components (in the
FBI, the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.

ES( Title 18, United States Code, Section 2709,
Counterintelligence access to Telephone Toll and Transactional
Records states that:

(b) Required certification. --The Director of
the Federal Bureau of Investigation, or his
designee . . . may-

(1) request the name, address, length of service,
and local and long distance toll billing records of a.
person or entity if the Director . . .certifies in
writing to the wire or electronic communication service

S§§§FT
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SE T
---- Working Copy ---- Page 3

provider to which the request is made that the name,
address, length of service, and toll billing records
sought are relevant to an authorized investigation

(U) In the case of a US Person, such failure to comply
would likely constitute an IOB violation. In the instant case,
however, I_]-_b_e aibhiact of the inveatication was not 3 118 Pevyaon but
ratrheyr o

-1 .

As such, the sole determination we must make is

whether the FBl’'s failure to conform to . its internal
administrative requirements -i.e., the National Foreign
Intelligence Program Manual (NFIPM)- is reportable as a matter of
policy, to the IOB.

({ As previously discussed, in this instance,

b1
3l Agentl lmet on numerous occasions wi

probatjiona
asget

bé

e AT SURETU T el
cperating under the mlstakengﬁk ief that the information providedﬁ%gs b7c
covered under an existing FISA. Upon learning of the b7D
mistake, a NSL was retrospectively issued to cover the period in
guestion. It is clear that the error committed did not impinge

upon the individual rights of a US Person. Although the Attorney

General Guidelines for FBI Foreign Intelligence Collection and

Foreign Counterintelligence Investigation (FCIG) have been

modified as of October 31, 2003, the underlying principal remains

the same, and consequently, because io"nly violations of ithe”

FCIG which iare” designed to safeguard the rights of U.S. persons

are required to be reported to the IOB,il” it is our opinion that

this matter need not be reported to the IOB. Consistent with our

prior opinions, a record of this decision should be maintained in

the control file for future review by Counsel to the IOB. (U)

Lead (s) :
Set Lead 1: (Action)
COUNTERINTELLIGENCE DIVISION
AT WASHINGTON, DC

{U) For action deemed appropriate.

Set Lead 2: (Action)
DIRECTOR’S OFFICE

AT OPR FO, DC

Sﬁyé?T
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(U) For action deemed appropriate.

Set Lead 3: (Action)
SAN FRANCISCO
AT SAN FRANCISCO, CALIFORNIA
(U) For action deemed appropriate.

bé

1] |

bI1C
**FOOTNOTES* * (I}
{1°: ISV 0GC_EC to INSD, dated May 28, 1999 and titled SSA

[ [} © sa] | © Washington
Field Officel;” IOB Matter 97-15. b7C

bé
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FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE : Date: 11/17/2003
To: Springfield Attn: SAC, CDC

Director's Office Office of Professiocnal
Responsibility
From: General Counsel
National Security Law Branch (NSLB)/Room 7974 b2
Contact: Ext.
- b6
Approved By: Kelley Patrick W : b7C
DECSLASSIFIED BY &5179/0MH/JW/05-0%-0845
oM 08-11-2005
Drafted By:l _ bE
Case ID #: Dp&J(U) 278-HQ-1416800 % b7e
Title: (§<un INTELLIGENCE OVERSIGHT BOARD MATTER
IOB MATTER 2003-31
Synopsis: It is the opinion of the Cffice of the General
Counsel (OGC) that this matter must be reported to the Intelligence
Oversight Board (IOB). OGC will prepare a cover letter and a
memorandum to report this matter to the IOB. (U)
(U) Der xrom =
D 8ify On: -1
Reference: ){) 278-HQ-C1229736-VIO Serial 81 (U)
Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the document in
WordPerfect 8.0.
Details: (U) An electronic communication (EC) from the Inspection

Division (INSD) to OGC, dated 04/01/2003, requested that OGC review
the facts of the referenced EC to determine whether the matter
described should be reported to the Intelligence Oversight Board
(IOB). 1In our opinion, it should. Our analysis follows.

SECRET

OIG/DOJ Review: (/ paTE: (/O[
FBIINVEST: [G/DOJ INVEST:
OPR UC INITIAES.
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To: Springfield From: General Counsel
Rezqmw 278-HQ-1416800, 11/17/2003

b7a

ithka As discussed in the referenced EC, | I

(U) IB<: Because the unknown subject was (and remains) a “United
States person”, continuation of the investigation required that
Springfield comply with the requirements of Executive Crder 12863 and
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations (FCIG).?

(U) Section 2.4 of Executive Crder (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General Counsel
of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence activities
that they have reason to believe may be unlawful or contrary to
Executive order or Presidential directive.” This language was adopted
verbatim from E.0. 12334, dated 12/04/1981, when the IOB was known as
the President's Intelligence Oversight Bcard (PIOB). By longstanding
agreement between the FBI and the IOB (and its predecessor, the PIOB),
this language has been interpreted to mandate the reporting of any
violation of a provision of the FCIG, or other guidelines or

bé

! (U) Related per telephone call from SA | | to acc b7C

|on 05/16/03.

fU))&i See Section III.C.2{(a) of the Attorney General Guidelines for
FBI Foreign Intelligence Collection and Foreign Counterintelligence
Investigations.

3 (U) At the time of this investigation, the FCIG were in effect.

_SEERET
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To: Springfield From: General Counsel
Re 1]} % 278-HQ-1416800, 11/17/2003

regulations approved by the Attorney General, in accordance with E.O.
12333, dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of a

U.S. person. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB.

The FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may review
them upon request.

{1 Section IX of the FCIG sets forth the rules governing
the reporting, dissemination, and retention of information concerning
foreign counterintelligence and international terrorism
investigations. Section IX.C provides in pertinent part:

Each full investigation of any U.S. person shall
be reported within ninety (90) days of initiation
to the Office of Intelligence Policy and Review,
setting forth the basis for undertaking the
investigation. The FBI shall furnish to the
Attorney General or a designee a summary of each
investigation at the end of each year the
investigation continues, including specific
information on any requests for assistance made by
the FBI to foreign law enforcement, intelligence
Oor security agencies.

(Emphasis added, classification marking omitted).

ﬂﬂg%( Section IX.C of the FCIG is intended to regulate
the timely reporting of FBI full investigations on U.S. persons to the
OIPR. As such, it was designed to include both administrative and
“rights protection” components. The 90-day and annual reporting time
reguirements of Section IX.C are purely administrative in nature,
while the oversight exercised by the OIPR in reviewing the required
reporting ensures the protection of individual rights. As a general
rule, delinquent annual or 90-day LHMs are considered to be violations
of an administrative nature when they are submitted to the NSLU within
90 days of their original due date. These administrative violations
are placed in the control file for periodic review by the Counsel to
the IOB. However, when an LHM is not submitted at all, or is
submitted later than 90-days from its original due date, the facts and
circumstances of that particular case must be examined to determine
whether the failure or substantial delay in submitting the LHM
precluded meaningful oversight and review by the OIPR. TIf the OIPR

_SEERET
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To: Springfield From: General Counsel

Re:tUi% 278-HQ-1416800, 11/17/2003

was precluded from conducting such oversight and review, then the
matter must be reported to the TIOB.

x|

b7a

ij}X{ In accordance with the reporting requirements of
Section 2.4 of E.O. 12863, OGC will prepare a cover letter and a
memorandum for the Deputy General Counsel to report this matter to the
IOB.

SBeRET
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To: Springfield From: General Counsel
Re:m% 278-HQ-1416800, 11/17/2003

LEAD (s)
Set Lead 1: (Action)

SPRINGEFTIELD DIVISTON

AT QUAD CITY RA

(U) For action consistent with this opiniocn.
Set Lead 2: (Action)

DIRECTOR'S OFFICE

AT OPR FO, DC

(U) For action deemed appropriate.

bé

b7C
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& (Rev-91-3122003)
SECRET_

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ‘ Date: 12/05/2003
To: Pittsburgh ‘ Attn: SAC Kenneth T. McCabe
o CDC Jeffrey B. Killeen
Director's Office Attn: Office of Professional
Responsibility

From: Office of the General Counsel

National Securi Law Branch/CTITU/Room #7975 b2
Contact: (A) UC

bé
Approved By: Kelley Patrick W b6 bIC
Curran John F
p7C
DECLASSIFIED BY &R17%/0DMHSTW/05-Cwv-0845
Drafted BY: | Ivim o 08-11-2005

Case ID #: JS{UI 278-HQ-1425174 -5

Title: §&§~“]ﬂNTELLIGENCE OVERSIGHT BOARD (IOB)
IOB MATTER 2003-57

SynopsisJUTEB(: It is the opinion of the Office.of the General
Counsel (0OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare a cover
letter and a letterhead memorandum to report this matter to the
IOB. Our analysis follows.

(U) Deriwved From -3
Decl ity : X1

Th .
Reference: 278-HQ-1425174 Serial 2

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, downlcocad and print the
document in WordPerfect. '

Details: :)é}fUAs discussed in the referenced electronic
communication (EC), on 03/30/2000, {

b7a
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To: Pittsburgh From: Office of the General Counsel
Re: %,,w:,z78—HQ—1425174, 12/05/2003

b7a

lu)

(U) Section 2.4 of EO 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsels of the
Intelligence Community components (in the FBI, the Assistant
Director, INSD, and the General Counsel, OGC, respectively)
report to the IOB concerning intelligence activities that they
have reason to believe may be unlawful or contrary to an EO or
Presidential Directive. This language was adopted verbatim from
EO 12334, dated 12/04/1981, when the IOB was known as the
President's Intelligence Oversight Board (PIOB). By longstanding
agreement between the FBI and the IOB (and its predecessor, the
PIOB), this language has been interpreted to mandate the
reporting of any violation of a provision of the FCIG, or other
guidelines or regulations approved by the Attorney General in
accordance with EO 12333, dated 12/04/1981, if such provisions
were specifically intended to ensure the protection of the
individual rights of U.S. persons. Violations of provisions that
are essentially administrative in nature need not be reported to
the IOB.

M”§§Ki A “United States person” is defined in Section 101(i) of the
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et
Seg.) as “a citizen of the United States [or] an alien lawfully admitted for
permanent residence (as defined in section 101 (a) (20) of the Immigration and
Naturalization Act) . . . .” See also Section II.W of the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations.

2 (U) Since that time, the Attorney General has issued new guidelines

for FBI National Security Investigations and Foreign Intelligence Collection,
dated October 31, 2003. However, since the actions occurred prior to the
issuance of the new guidelines, the old guidelines are cited herein.

Sperar
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To: irtsburgh From: Office of the General Counsel
Re: ) 278-HQ-1425174, 12/05/2003
(1

The FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

in>§ With regard to the continuation of an FBI PI,
Section IIT.B.6 of the FCIG provides in pertinent part that:

Preliminary inquiries shall be completed
within 120 days of the date c¢f initiation.
The Office of origin SAC may personally
authorize extensions of a preliminary
inquiry for a period of not more than 90
days up to a total of one year when
justified by facts or information obtained
during the course of the inquiry.

FBI Headquarters may authorize addltlonal
extensions for periods of not more than 90
days on the same basis. All extensions
shall be in writing and include the
Justification for the extension.

(Emphasis added.)

EUE§<: Although this provisicn of the Attcrney General
Guidelines’is primarily administrative in nature, it was designed
in part to protect the rights of U.S. persons by limiting the
length of time that the FBI can conduct a PI without periodic
oversight by the proper authorities. Pursuant to the
aforementioned agreement between the FBI and IOB, PI overruns are
not reported to the IOB if they are both inadvertent and de
minimus in time. To determine whether a possible violation of
the FCIG is “inadvertent” and “de minimus in time,” all the facts
relevant to the incident must be considered.

m |

| This activity was, thus, 1nconsistent with the

requlrements of the FCIG. Consequently, in accordance with the
reporting requirements of Section 2.4 of EO 12863, OGC will
prepare a cover letter and an LHM to report this matter to the
IOB. As a mitigating circumstance, it is recognized that the
source provided valuable information during the overrun relative
to a counterterrorism matter.

_SECRET_
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Office of the General Counsel

278-HQ-1425174, 12/05/2003
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To: Pittsburgh From: Office of the General Counsel
Re: % ([P78-HQ-1425174, 12/05/2003

LEAD(s) :
Set Lead 1: (Info)
PITTSBURGH

AT PITTSBURGH

(U) For information.

Set Lead 2: (Discretionary)

DIRECTOR'S QOFFICE

AT OPR FO, DC

(U) For action deemed appropriate.

ccC: SAC Pittsburgh
Mr. Kelley
Mr. Curran
bé
IOB Library b7C

*




ALL THFORMATION CONTATINED
HEREIN IS UNCLAZEIFIED
DATE 0B-11-2005 BY 65173/ DMHSIWS05-Cv-0D45

1

peweo A T ON L3 fos. IniTIAL P
n c i
3)@ O AN Dr fﬁ@m@*&(/y b(/‘b’lfO@

o [uh3, — BETVERY gr PIRATION OF IV
(! .

Dy o mpr 617'57\/5//»4). 1///‘/(L;/
O 2

JTED ﬁV’DN\
o

UnNT I

Fr

)/\)‘\/»‘/‘//’}5 CowbY

~ AfPenes TS 66 INADVERTENT \P




N ] .
(Rev. 01-31-2003) !
SEbéT
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 1/16/04
To: Director's Office Attn: OPR
Counterterrorism Attn: AD
Denver Attn: SAC
CDC
b2
bé
From: General Counsel
National Security Law Branch/Room 7975 bB7C
Contact: | | ext.
Approved By: Curran John F b6
Lammert Elaine N
Drafted By: | | %‘\\ HERETN 15 UNCLASSTETED E¢CEDT
/ WHERZ SHOWN QTHEEWIGCE
Case ID #: QQ1U278—HQ—C1229736—VIO (Pending)
Title: }%)ijOSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER
2003-142

Synopsis: Zkéimt is the opinion of the Office of General Counsel
(OGC) that this matter must be reported to the Intelligence Oversight
Board (IOB) and to the Cffice of Professional Responsibility (OPR),
FBIHQ. OGC will prepare and deliver the required correspondence to
the IOB. Our analysis follows.

. = — T
Derlve g G_3 DATE: (08-15 ZDU‘B ) ) )
. L == L L E:‘_ £ .-" g .-" JH .-" b R DR v | o
D £ CLASSIFIED BY 65179/DMH/JIW/ 05-Cv-0845
S811Yy : REASON: 1.4 (C)

DECLASSTIFY OM: 08-15-2030

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the documents in
Corel Wordperfect.

OIG/DOJBI?KX / £°7 _ DATE: V/ Béf SE><ET

FBIINVES

OfG/DOJINVEST/Y

OPR UC INI
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To: Director's Office From: GCeneral Counsel

Re:l:m% 278-HQ-C1229736-VIO, 1/16/04 bl
-1 bs
i . / ) ) . b7C
Details: Qﬁf.As noted in the electronic communication (EC)referenceu
below,’ on June yer Division initiated a preliminary
inquiry (PI) on ‘FYho is a "United States person" as
that term is used In Section 1I0I(1} of the Foreign Intelligence
Surveillance Act of 1978 (FISA).? Thus, of the PI required that

Denver comply with the requirements of the Attorney General Guidelines
for FBI Foreign Intelligence Collections and Foreign
Counterintelligence Investigations (FCIG). The initial PI expired on

"October 10, 2002, but was not formally extended by Denver on January

11, 2003. This extension expired on April 10, 2003. Between the
expiration of the initial PI on Octobexr 10, 2002 and the extension on
Januarv 11. 2003, Denver conducted an investigation with respect to

specificallv., on December 20, 2002, a source was

contacted ror 1ntqﬁg$tlon pithin
the Denver Divisi ‘igh

(U) Section 2.4 of Executive Orxder (E.O.) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsels of
the Intelligence Community components (in the FBI, the Assistant
Director, INSD, and the General Counsel, OGC, respectively) report to
the IOB "concerning intelligence activities that they have reason to
believe may be unlawful or contrary to Executive order or Presidential

directive." This language was adopted verbatim from E.O. 12334, dated
12/04/1981, when the IOB was known as the President's Intelligence
Oversgsight Becard (PIOB). By longstanding agreement between the FBI and

the IOB (and its predecessor, the PIOB), the language has been

1 \?;85 ({TTEC from the Denver Division to INSD, dated 10/20/03 and titled "SSA b6

1] SA| ;] Denver Division [;] IOB [;]. Hereinafter cited as

b7C
"Denver EC."

2 M (A "United States person" is defined in Section 101(i) of the Foreign
Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 ¢t seq.) as "a citizen of the
United States [or] an alien lawfully admitted for permanent residence (as defined in section
101(a)(20) of the Immigration and Naturalization Act)...." See also Section IL.W of the Attorney
General Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence

Investigations.

3 Denver EC.

sﬁQzET
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To: Director's Office From: General Counsel
Re: %ﬂEU?78—HQ—C1229736—VIO, 1/16/04

interpreted to mandate the reporting of any violation of a provision
of the FCIG, or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, dated 12/04/1981, if
such provision was designed to ensure the protection of the individual
rights of U.S. persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB. The FBI is
required, however, to maintain records of such administrative
violations so that the Counsel to the IOB may review them upon
request .

~ i1y With regard to the continuation of an FBI
preliminary inquiry, Section III.B.6 of the FCIG' provides, in
pertinent part that

Preliminary inquiries shall be completed
within 120 days of the date of initiation.

The Office of origin SAC may personally
authorize extensions of a preliminary inquiry
for a period of not more than 90 days up to

a total of one year when justified by facts or
information obtained during the course of the
inquiry.... FBI Headquarterg may authorize
additional extensions for periods of not more
than 90 days on the same basis. All extensions
shall be in writing and include the justification
for the extension.

(Emphasis added, classification marking omitted).

Although this provision of the Attorney General Guidelines
is primarily administrative in nature, it was designed in part to
protect the rights of U.S. persons by limiting the length of time that
the FBI can conduct a PI without periodic oversight by the proper
authorities. Pursuant to the aforementioned agreement between the FBI
and IOB, PI overruns are not reported to the IOB if they are both
inadvertent and de minimis in time. To determine whether a possible
violation of the FCIG is "inadvertent" and "de minimis in time," all
the facts relevant to the incident must be considered.

*At the time of this investigation, the FCIG were in effect.

S%ET
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To: irector's Office From: General Counsel
Re: )(UP78—HQ-C1229736-VIO, 1/16/04
( iy In the instant matter, while the PI overrun

between theé expiration date and the date of the renewal appears to
have been inadvertent, it was not de minimigs in time; investigative
activity continued for three months before the renewal, during which
time a source was contacted. Consequently, based on the above
analysis, and in accordance with the reporting requirements of Section
2.4 of E.O. 12863, OGC will prepare the correspondence required to
report this matter to the IOB. )

LEAD(s) :

Set Lead 1: (Action)

DIRECTOR'S OFFICE

AT OPR FO, DC

(U) For action deemed appropriate.
Set Lead 2: (Actiomn)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) For Action Deemed Appropriate.

Set Lead 3: (Action)

Denver
(U) For action deemed appropriate.
1 -Mr. Curran , b6
1 -Ms. Lammer
1 B7C
1 -IOB Library
+
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To: Director's Office From: General Counsel
Re: % (17378 -HQ-C1229736-VIO, 1/16/04
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SngéT

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ‘ Date: 01/15/2004
To: Director's Office Attn: OPR
Counterterrorism Attn: AD B2
From: General Counsel bé
Counter Terrorism Law Unit I / Rm. 7975 bIC
Contact:
Approved By: Curran John F bé

Lammert Elaine N
p7C

Drafted By: | }asc

%617 ALL INFOEMATIOMN COMTAINED
- HEREIN IS8 UNCLASSIFIED ZHCEPRT
WHERE SHOWH OTHEREWIZE

Case ID #: Eﬁéiug78—HQ—C1229736~VIO

Title: %':U NTELLIGENCE OVERSIGHT BOARD MATTER
TOB 2003 131

Synopsis: }gsfuht is the opinion of the Office of the General
Counsel (0OGC) that this matter must be reported to the

- Intelligence Oversight Board (IOB) and to the Office of

- Professional Responsibility (OCPR), FBIHQ. OGC will prepare a
cover letter and an enclosure for the Deputy General Counsel to
report this matter to the IOB.

DATE: 08-15-2005

>< I:T_T:l : om._: = CLASRIFIED BY 6517%/DMH/IW/ 05-CV-0845
REAZSON: 1.4 (T}
5sify On: DECZASSIEY ON:}Llﬁ—lb—'»;Ll‘_w'Ll
Reference: )ﬁ§~ﬂg78—HQ-c1229736—v10 Serial 112
Administrative: (U) This communication containg one or more
footnotes. To read the footnotes, download and print the

document in Corel WordPerfect.

Details: (U) Referenced communication from CTD to OGC, dated
07/3/02 (received 10/7/03), requested that 0OGC review the facts
of the captioned matter to determine whether it must be reported
to the IOB. 1In our opinion, it must. Our analysis follows.

As discussed in the referenced electronic
ccommunication (EC), on 6/20/02, at approximately 4:30 pm EDT, the

Special Technologies and Applications Unit (STAU) of the National
Infrastructure Protection Center (NIPC) was conducting a

0IG/DOJ Revieys / pate: Y/(H/20
FBI INVEST: OIZ/D0J INVEST
OPR UC INITIAES:
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bl

To: Director's Office From: General Counsel
Re: - >~7<,,,¢L@78—HQ—01229736—V10 Serial 112, 01/05/2004 b2
bé
v b7C
voluntarv audit of Forejan Intellijgence Survejllance Court (FISC) bE

{2

) Upon review of the ipnformatrion received bv STAU, it
was determined that thef

1.

b2

b7E

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive.” This language was adopted verbatim from E.O. 12334,
dated 12/04/1981, when the IOB was known as the President's
Intelligence Oversight Board.

(U) Title 18, United States Code, Section 2511 (2) (f)
states that the procedures contained in the FISA and Title III
of the 1968 Omnibus Crime Control Act (as amended by the
Electronic Communications Privacy Act) “shall be the exclusive
means by which electronic surveillance . . . and the intercep-
tion of domestic wire and oral communications may be conducted.”
Additionally, Section 2.5 of E.0. 12333 provides that, “[e]lec-
tronic surveillance, as defined in the Foreign Intelligence
Surveillance Act of 1978, shall be conducted in. accordance with
that Act, as well as this Order.” Under Title 50, United States
Code, Section 1802(b), the FISC is authorized to grant an order
approving the electronic surveillance of a foreign power or an
agent of a foreign power for the purposes of obtaining foreign

tujr\>§{/1t capnot be determined from the referenced EC whefherl |

b2

| 1I that has not yetT been done, 1t should bé

be done now. b7C

Sé}ﬂé& : b7E
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To: Director's Office From: General Counsel
Re: >S<~(12;78~HQ—C1229736—VIO Serial 112, 01/05/2004

intelligence information. Under the pertinent FISA definition,
the term electronic surveillance means, “the acquisition by an
electronic, mechanical, or other surveillance device of the
contents of any wire or radio communication to or from a person
in the United States, without the consent of any party thereto,
if such acquisition occurs in the United States.” 50 U.S.C.

§ 1801 (f) (2).

iW(}Q In this instance, it is clear that as a
consequence of an error on the part of the communications
carriers, the FBI (unintentionally) conducted an electronic
surveillance which was unauthorized. The carrier’s error must be
reported to the IOB. OGC will prepare an appropriate cover
letter and an enclosure for the Deputy General Counsel to report
this matter to the IOB.

SE@Q
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To: Director's Office From: General Counsel
Re: >€HI”278-HQ—C1229736—VIO Serial 112, 01/05/2004

LEAD(s) :
Set Lead 1: (Action)

DIRECTOR'S QFFICE

AT OPR FO, DC

(U) For action deemed appropriate.
Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Please read and clear.

CC: Mr. Curran
Ms. Lammert

bé

IOB Library b7C

L 24
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(Rev. 01-31-2003) .

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/28/2004
To: Detroit Attn: SAC
Directof's Office Attn: Office of Professional

Responsibility (OPR)
Counterterrorism Division Attn: A/AD

From: General Counsel
Counterterrorism Law Unit TIT

Contact:| b2
b6
Approved By: Curran John F
b7C
bé
Drafted By: 4/-b7c
Case ID #: "7’7 ALL THFORMATION CONTATHMED

< HEREIN If UNCLAZEIFIED EXCEPRT

WHEFE SHOWN QITHERWIGE

278-HQ-C1229736-VIO
66-DE-A5102

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER (IOB)
IOB 2003 145

Synopsis: 25}(U¢t is the opinion of the Office of the General
Counsel (0&6CQY that this matter must be reported to the Intel-
ligence Oversight Board (IOB} and to the Office of Professional
Responsibility (OPR), FBIHQ. OGC will prepare a cover letter and

a memorandum to report this matter to the IOB. Our analysis
follows.
DATE: 08-15-2005
(U) CLASSIFIED BY &5179/DMH/IW/05-Cv-0845
-3 REASON: 1.4 (C)
DECLAZEIFY ON: 08-15-2030
1
Reference: 315G-DE-92951, Serial 140, 141

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.
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To: Counterterrorism Division From: General Counsel
Re: §<)Hff8—HQ—C1229736—VIO, 01/28/2004

Bt

Details: R( As discussed in thé electronic communication .(EC)?
on October 73}, 2003, FBI Detroit prepared and forwarded a

letterhead memarandum (THM) for the full investigation (FI) on
—subhdach 1a U.S. person, on May 11, 1998.
f rson" as that term is used in the

Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations
(FCIG) .? The initiation and continuation of the FI required FBI
Detroit and the Headquarters' substantive unit to comply with the

.requirements of Executive Order (EO) 12863 and the FCIG. In this

May 11, T998, 1n the New York Division. The New York Division
prepared and submitted the FBI HQ annual LHMs on May 23, 2000 and
May 1, 2001. The next required annual LHM should have been filed
with FBIHQ in May, 2002. The investigation wag transferred to
FBI Detroit on October 17, 2001. On October 31, 2003, FBI
Detroit advised FBIHQ and the Office of the General Counsel that
they had failed to comply with the annual reporting requirements.

(U) Because the subject of the investigation was (and
remains) a "United States person" as that term is used in Section
101 (i) of the Foreign Intelligence Surveillance Act of 1978
(FISA) and Section II.W of the Attorney General Guidelines for
FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations (FCIG)®,continuation of the
investigation required that Detroit and the Headguarters'
substantive unit comply with the reporting requirements of
Executive Order 12863 and the FCIG. Due to delay in forwarding a
hard copy of the investigation to FBI Detroit following
notification of the investigation being transferred, and an

(- EC from FBI Detroit to INSD and OGC, dated 10/31/2003 and titled "Intelligence
Oversight Board (I0B) Matter."

(02 A "United States person" is defined in Section II.W. of the FCIG as "an individual
who is ....[a] United States citizen . . . or. .. [b] a permanent resident alien . . . ."

() -3 ?{ A "United States person" is defined in Section 101(i) of the Foreign Intelligence
Surveilladce* Act (FISA)(codified at 50 U.S.C. § 1801 et seq.) as "a citizen of the United States
[or] an alien lawfully admitted for permanent residence (as defined in section 101(a)(20) of the
Immigration and Naturalization Act) . ..." See also section II.W of the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence

Investigations.
SE9€ET

2

bl
bé
bB7C




P

sw{r
To: ounterterrorism Division From: General Counsel
Re {1T10¢) 278-HQ-C1229736-VIO, 01/28/2004

administrative order, Detroit failed to submit the third annual
letterhead memorandum (LHM), due on or about May 2, 2002, to the
National Security Law Unit (NSLU), OGC, for submission to the
Office of Intelligence Policy and Review (OIPR), Department of
Justice (DOJ), as required by the FCIG. As a result of the
error, OIPR was not advised of the status of the ongoing
investigation for approximately fifteen months. (U)

(U) " Section 2.4 of Executive Order (E.O.) 12863,
dated September 13, 1993, mandates that Inspectors General and
General Counsel of the Intelligence Community components (in the
¥FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
regpectively) report to the IOB "concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive." This
language was adopted verbatim from E.O. 12334, dated December 4,
1981, when the IOB was known as the President's Intelligence
Oversight Board (PIOB). By longstanding agreement between the
FBI and the IOB {(and its predecessor, the PIOB), this language
has been interpreted to mandate the reporting of any wviolation of
a provision of the FCIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.O. 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially admin-
istrative in nature need not be reported to the IOB. The FBI is
required, however, to maintain records of such administrative
violations so that the Counsel to the IOB may review them upon
request.

in( Section IX of the FCIG sets forth rules governing
the reporting, dissemination, and retention of information
concerning foreign counterintelligence and international
terrorism investigations. Section IX.C provides in pertinent
part that:

Each full investigation of any U.S. person
shall be reported within ninety (90) days of
initiation to the Office of Intelligence
Policy and Review, setting forth the basis
for undertaking the investigation. The FBI
shall furnish to the Attorney General or a
designee a summary of each investigation at
the end of each year the investigation
continues, including specific information on

sEopr
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To: ounterterrorism Division From: QGeneral Counsel
Rein/ 278-HQ-C1229736-VIO, 01/28/2004

any requests for assistance made by the FBI
to foreign law enforcement, intelligence or
security agencies. (Emphasis added.)

o *zfé Section IX.C is intended to regulate the timely
reporting Of ' FBI full investigations on U.S. persons to the OIPR.
As such, it was written to include both administrative and
"rights protection" components. The annual reporting
requirements of Section IX.C is purely administrative in nature,
while the oversight exercised by the OIPR in reviewing the
required reporting ensures the protection of individual rights.
As a general rule, delingquent annual LHMs are considered to be
violations of an administrative nature when they are submitted to
the NSLB within 90 days of their original due date. These
administrative violations are placed in the control file for
periodic review by the Counsel to the IOB. When an LHM is not
submitted at all, or is submitted later than 90 days from its
original due date, the facts and circumstances of that particular
case must be examined to determine whether the failure or
substantial delay in submitting the LHM precluded meaningful
oversight and review by the OIPR. If the OIPR was precluded from
conducting such oversight and review, then the matter must be
reported to the IOB.

(I . . . o
As previously discussed, in this instance,

OIPR was not updated of the status of this ongoing investigation
involving a U.S. person for approximately fifteen months. This
delayed reporting clearly precluded OIPR from exercising its
responsibility for oversight and approval of an ongoing foreign
counterintelligence investigation of a U.S. person, which is
contrary to the requirements of the FCIG.

(- Based upon the above analysis, and consistent the
reporting feQuirements of Section 2.4 of E.O. 12863, OGC will
prepare a cover letter and an LHM to report this matter to the
IOB. That correspondence will also advise the IOB that this
matter will be referred to the FRI's Office of Professional
Responsibility. The latter is a matter within the cognizance
of the IMU.

SE>ér
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To: Counterterrorism Division From: General Counsel
Re i:U:' ><) 278-HQ-C1229736-VIO, 01/28/2004
LEAD (s) :

Set Lead 1: (Discretionary)

DIRECTOR'S OFFICE

AT OPR FO, DC

iU£§< For action deemed appropriate.

Set Lead 2: (Discretionary)
COUNTERTERRORISM

}é) For action deemed appropriate.
()

bé

b7C
1 -
1 - NSLB Library
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BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Bdard

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

Enclosed for your information is a‘self-explanatory
memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
IOB 2003 145." (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orderg, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure bb ATT, THRORMATTON CONTATHED

HEREIN IZ UNCLABSZIFIED EXCEET

1 - : bIC WHERE SHCOWN OTHERWISE

- 278-HQ-C1229736-VIO

DATE: 08-15-200%5

CLASSIFIED BY 6517%/DMH/JWN/05-Cv-0845
REASCN: 1.4 ()

DECLASSIEY ON: 08-15-2030

Classifie
Reason:

Case ID : 278-HQ-C1229736-VIO
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---- Working Copy ---- Page

Declassify on: X1

SEC%T

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett
Counsel, Office of Professional Respongibility
U.S. Department of Justice
Room 4304

1 - Mr. James Baker

Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

S?}QFT
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SEy(ET

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB 2003 145 (U)

Investigation of this IOB matter has,determined that, (8)
on May 11, 1998, the New York Field Office of the Federal Bureau

of Investigation ("FRIM xemiected dnitiation of a full b1
investigation (IT) ol '!who was a "United
States person" as th S us T ttorney General bé

Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations (FCIG). Thus the initiation
and continuation of the IT required FBI New York and the
Headquarters substantive unit to comply with the requirements of
Executive Order 12863 and the FCIG. FBI New York submitted its
initial 90-day letterhead memorandum and two subsequent annual
memoranda in a timely fashion. However, after the investigation
was transferred to FBI Detroit, the annual memorandum was filed
approximately fifteen months later than required. As a result of
the delinguent LHM, OIPR was not properly advised of the
initiation of the FI in accordance with Section IX.C of the FCIG.
This delayed reporting clearly precluded OIPR from exercising its
responsibility for oversight and review of an ongoing foreign
counterintelligence investigation of a U.S. person, contrary to
the requirements of the FCIG. This matter has been referred to
the FBI's Office of Professional Responsibility for review and
action deemed appropriate.

b7C
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Decl Y . X-1
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Precedence: ROUTINE Date: 02/16/2005
To: Counterintelligence Attn: AD David W. Szady
Inspection Attn: Internal Investigations Section

From: Office of the General Counsel
National Security Law Branch/CILU/Room 7975
Contact: | | b6

b2

Approved By: Thomas Julie F Clasgification per CCA letter dated 08-18-2005

bé ALT, THFORMATTON CONTATHED
© HEREIN I§ UNCLASSTFIED EXCEPRT
Drafted By: | | biC WHERE SHOWN OTHERWISE

Case ID #: Eﬂ( HP?8 HQ-C1229736-VIO / ﬁﬂ/AD(

Title: ><) |:'|'_'|' INTELLIGENCE OVERSIGHT BOARD LO’W

MATTER 2004-21 (:i:ﬁr
1t is the opinion of the Office of “the General

Synopsis: ;ﬁz %

Counsel (OG that this matter must be reported to the

Intelligence Oversight Board (IOB). OGC will prepare and dellver bE
the necessary correspondence to the IOB.

. DATE 0g-12-2005
) |:'|'_'|':| From_ _: = CLESSIFIED BY 651793/ DMHSIW/05-Cv-0845
De : % §-1 REAZON: 1.4 (C)
° DRCTASSTEY OM: [O8-12-2070
Details: g&( By electronic communication (EC) dated February
11, 2004, the Counterintelligence Division reported a possible

I0B error in conjunction with |

| In this regard, the Counterintelligence Division
Teported that] J

ltsy

b2

>< b7a
18] e

51

Case ID : 278-HQ-C1229736-VIO
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(U) Section 2.4 of Executiveiogder (E.O0.) 12863,

dated September 13, 1993, mandates that Inspectors General and
General Counsel of the Intelligence Community components (in the
FBI, the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB all information concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive. Exec. Order No. 12863, 58 Fed. Reg. 48441 (Sept. 13,
1993). This language was adopted from E.O. 12334, dated December
4, 1981, when the IOB was known as the President'’s Intelligence
Oversight Board (PIOB).

(U) By longstanding agreement between the FBI and the IOB
(and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General’s Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection, or
other guidelines or regulations approved by the Attorney General
in accordance with E.O. 12333, dated December 4, 1981, if such
provisions were specifically intended to ensure the protection of
the individual rights of U.S. persons.

(U) Under Title 50, United States Code, Section 1822, the
FISC is authorized to grant an order approving the physical
search of a foreign power or an agent of a foreign power for the
purposes of obtaining foreign intelligence information. Under
the pertinent FISA definition, the term "physical search" means,
any physical intrusion within the United States into premises or
property . . . that is intended to result in a seizure,
reprcduction, inspection, or alteration of information, material,
or property, under circumstances in which a person has a
reasonable expectation of privacy and a warrant would be required
for law enforcement purposes. 50 U.S.C. 1801(f) (2).

(U) Further, under section 2.4 of E.0. 12333, only the FBI
had the authority to conduct an unconsented physical search of
[ | Section 2.4 of E.O. 12333 provides
in pertinent part that:

Agencies within the Intelligence Community shall use
the least intrusive collection techniques feasible
within the United States or directed against United
States persons abroad. Agencies are not authorized to
use such techniques as . . . unconsented physical
searches . . . unless they are in accordance with
procedures established by the head of the agency and
approved by the Attorney General. Such procedures

SECRET

bl
b2
b7a

b7E

b2
b7a

bT7E
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shall protect constitutional and other legal rights and

limit use of such information to lawful governmental
purposes. These procedures shall not authorize:

(b) Unconsented physical searches in the United
States by agencies other than the FBI, except for:

(1) Searches by counterintelligence elements

Page

of the military services directed against military personnel

within the United States
or abroad for intelligence purposes . . .;
and

|is

Exec. Order No. 12333, 46 Fed. Reg. 59941 (Dec. 4, 19581)
(emphasis added) .

As provided in section 2.4 of E.O. 12333, while the FBI
had the authority to conduct an unconsented physical search of

i8]

| Thus, 1n accordance with the reporting

requirements of Section 2.4 of E.O. 12863, this mistake must be
reported to the IOB. OGC will prepare an appropriate cover
letter and an enclosure for the Deputy General Counsel to report
this matter to the IOB. :

SERET.
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LEAD (s) :

Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC

(U) For action deemed appropriated.

Set Lead 2: (Action) b1
COUNTERINTELLIGENCE B2
AT WASHINGTON, DC b7A
3
thatl igh
CC: Ms. Thomas
b6
IOB Library bIC

**FOOTNOTES* *

{151

ThusS, the New YOrK Division will rniot be nociried or this I0B
matter. bl

b2
b7a
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BY COURIER

General Brent Scowcroft (USAF Retired)

Chairman ALL TNFORMATTON COMTATNED
: . HERETH TS TUNCLASSTFTED EXCEPT
Intelligence Oversight Board WHERS SHOWH OTHERWISE

Room 5020

New Executive Office Building

725 17th Street, NW

Washington, D.C. 20503 DATE: 08-12-2005

CLASSTFIED BY &5179/DMH/JIW/ 05-CV-0845
REASON: 1.4 ()
Dear General Scowcroft: DECLASSIFY ON: 08-12-2030

This letter forwards for your information a self-
explanatory enclosure, entitled Intelligence Oversight
Board (IOB) Matter 2004-21."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Insgpection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure
bé
1 - b7¢C
1 - 278-HQ-C1229736-VIO
Case ID : 278-HQ-C1229736-VIO Serial : 694
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De 1Ly on: -1

SEeRET

Genexral Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
COUNTERINTELLIGENCE, DIVISION
S%QK%T

Page
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U.S. Department of Justice

Federal Bureau of Investigation

SEERET

Washington, D. C. 20535-0001

February 11, 2004

BY COURIER

General Brent Scowcroft (USAF Retired)

Chairman

Intelligence Oversight Board

Room 5020

New Executive Office BUilding LDECLASSIFIED BY S3173/DMHSIW/ 05-Cv—-0845
725 17th Street, Northwest oM 0B-12-2005

Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
Pittsburgh Division, IOB Matter 2002-57" (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office

of Professional Responsibility for a determination of whether any
administrative action is warranted. (u)

Enclosure

1 - Mr. Szady
ZP - OPR (IOB 2002-57)
1 - 278-HQ- 2o -¢
1 -
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 - Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4303

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

i

Director__ JGai =
Depoiy Divseler____ elo K
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
PITTSBURGH DIVISION
IOB MATTER 2002-57 (U)

Inquiry has determined that in conducting a preliminary
inquiry (PI) of a United States person, the Federal Bureau of
Investigation (FBI) failed to comply with the requirements for
the continuation of a PI as prescribed in Section III.B.6 of the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations (FCIG).
In this regard, the Pittsburgh Division opened a PI on a
sensitive asset on 03/21/02 to determine his/her suitability as
an asset for foreign counterintelligence matters. The initial
120-day PI was not extended but contact between the asset and the
Special Agent continued. The Agent discovered the error on
09/26/02. 1In mitigation of the errors, Pittsburgh advised that
the only investigative actions taken following the expiration of
the initial 120-day authorization were a series of electronic
mail (e-mail) communications. One e-mail concerned the
scheduling of a security briefing, while the remaining e-mails
were social in nature. BRecause the subject was (and remains) a
“United States person” as that term is used in Section 101(i) of
the Foreign Intelligence Surveillance Act of 1978, continuation
of the investigation required that Pittsburgh comply with the
requirements of Executive Order 12863 and the FCIG. 1In this
matter, while the PI overrun appears to have been inadvertent, it
was not de minimis in time. The PI was never properly extended,
and investigative activity occurred for approximately two months
after the PI had expired. Therefore, this report is being made

to the Intelligence Oversight Board. §Q¢U3
DeTHd rom :
Declags4 OIl: 25-1
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Precedence: ROUTINE Date: 08/26/2004
To: Director’s Office Attn: OPR
Counterintelligence Attn: AD
Washington Field Attn: SAC/CI
CDC

From: General Counsel
Counterintelligence Law Unit/Room 7975

Contact:
b6
Approved By: Curran John F
b7C
Drafted By: | |
Case ID #: (U) 278-HQ-C1229736-VIO  (Pending) HERELN 18 ENTASAITIED BReEET

N"iUJGSJ—WF—A14l9323 (Pending) WHERE SAUWH OTHERWLSE

Title: )iU INTELLIGENCE OVERSIGHT BOARD MATTER
IOB 2004-58

Synopsis: (S) The Office of the General Counsel (OGC) considers
that this matter must be reported to the Intelligence Oversight
Board (IOB) and to the Office of Professional Responsibility
(OPR) . Our analysis follows. :

DATE: 00-12-20C5

( ) De T Fro g 3 CLASSIFIED BY A51790MH/JW/ 05-CW-0845
'i[I? ' REASON: 1.4 M)
D ity : DECLASSIEY ON: 03-12-2030
Details: E§<|
bl
b2
b7a
b7E
ogee |
Case ID : 278—HQ—C1229736—VIO Serial : 570
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b7E

U)

b2

b7a

bB7E

b7a

b7E

b2
bs
b74a
b7E

(U) Even though the viclation was technical, it is
nonetheless reportable to the IOB under the provisions of Section
2.4 of E.0. 12863. Consequently, OGC will prepare a cover letter and a
memorandum to report this matter to the IOB. The
correspondence will advise the IOB that the matter will be
referred to the FBI’s OPR.
LEAD(s) :
Set Lead 1: (Action)
DIRECTOR’S OFFICE
AT OPR FO, DC

(U) For action deemed appropriate.

Set Lead 2: (Info)
SECRET
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COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U) Please read and clear.

Set Lead 3: (Action)
WASHINGTON FIELD
AT WASHINGTON, DC

(U) For action deemed appropriate.
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BY COURIER

General Brent. Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-explanatory
enclosure entitled, "Intelligence Oversight Board (IOB) Matter,
IOB 2004-58." (U)

The enclosure sets forth detailg of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

ALL THFORMATION CONTAINED
EnClosure HEREIN I3 UNCLAZSIFIED EXCEPRT
WHERE SHOWN QUHERWIGE

DATE: 0E-15-2005

CLASSIFIED RBY AR179/DMB/TW/ OD5-0V-0845
REABON: 1.4 ()

DECLASEIFY QN: 08-15-2030

Reason:

- Mr. Curran 1 - IOB Library " b6
1

- 278-HQ-C1229736-VIO b7C

‘Case ID : 278-HQ-C1229736-VIO _ Serial : 571
SECRET
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

S%%%ET
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB 2004-58 (U)

M Investigation of this TOB matter has determined that

b2
b7A

b7E

N2

bl
b2

18

b7E

(U) Nevertheless, a technical violation of E.O. 12333
occurred. This matter has been referred to the FBI’'s Office of
Professional Respongibility for any action that is deemed
appropriate.

Ders from:
Declassi o) g 25-1
SECYET




FEDERAL BEUREATL OF INVESTIGATIORN
FOIP.A

LELETED PAGE INFORMATION SHEET

Mo Duplication Fees are charged for Deleted Page Information Sheets)

Total Deleted Page(s) — 16
Page 31 — Duplicate Undated Letter re: IOEBE MMatter 2004-77, pg. 1

Page 32 — Duplicate Undated Letter re: IOEB LMatter 2004-77, pg. 2

Page 33 — Duplicate Undated Surmmmary re: IOB Watter 2004-77
Page 40 — Duplicate Undated Letter re: IOB Latter 2004-21, po.
Page 41 — Duplicate Undated Letter re: IOEB MMatter 2004-21, pg. 2
Page 108 — Duplicate Undated Surrumarsy re; IOB Matter 2004-21
Page 112 —~ Duplicate EC dated 10/22/04 re: IOB Matter 2003-56
pg 1

Page 113 —~ Duplicate EC dated 10/22/04 re: OB Matter 2003-56
pg. 2

Page 114 — Duplicate EC dated 10/22/04 re: IOB Matter 2003-56A

pg. 3

Page 115 — Duplicate EC dated 10/22/04 re: OB Matter 2003-56
pg. 4

Page 116 — Duplicate EC dated 10721704 re: TOB Matter 2004-7F7F
pg 1

Page 117 ~ Duplicate EC dated 10521704 re: IOB MMatter 2004-77F
pe. <

Page 1158 — Duplicate EC dated 10/21/04 re: TOB Matter 2004-7F7F
pg. 3

Page 119 — Duplicate Tndated Letter re: IOB Matter 2004-77, pg. 1
Page 120 — Duplicate UTndated Letter re: IOEB Latter 2004-77, pg. 2
Page 121 —~ Duplicate Undated Surmgmary re: TOB WMatter 2004 -7F7F

—



L)

SEEhﬁy

---- Working Copy ----

S VAV

Precedence: ROUTINE Date: 08/27/2004
To: General Counsel Attn: NSLB
Inspection b2
From: b7E b2
CT-4 b&
Contact: SA b7C

Approved By:

b6

b7C

Drafted By: |
(T,
Case ID #: tﬁ{: 278-HQ-C1229736-VIO

}bsc

ALL INFORMATION COMTAINED
HEREIM I8 UNCLAGSIFIED EXCEPRT
WHEERE SHOWM OTHERWIEE

DATE: 12-03-2005
CLASSIFIED BY A5179DMH/BAW [G-cv-0845
REASON: 1.4 (C) .

DECLAZETIEY ON: 1:S-03-2030

Title: () PRESIDENT’'S INTELLIGENCE OVERSIGHT BOARD
Synopsis: (8) | I
|
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LEAD (8) :

Set Lead 1: (Info)

GENERAL COUNSEL
AT WASHINGTON, DC

(U) For the information of OGC and for any further
action at the discretion of OGC.

Set Lead 2: (Info)

INSPECTION

AT WASHINGTON, DC
S ET
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: (U) For the information of Inspection and for any
further action at the discretion of Inspection.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE 2 Date: 02/08/2005
To: b7E Attn: SAC
. CDC
b6
Counterterrorism Attn: IToS I / CONUS IV b7C
b2 SSA
Inspection bé Attn: IIS &r/
SC Toni Fogle :
B7C
From: General Counsel HERETN T8 (NCLASSTRTRS RCEDT \ )
NSLB/CTLU I/Room 7975. WHERE SHOWN OTHERWISE K :
Contact: | || | w 0‘0 A

b6
Drafted By: } rm b7C \ O\ DQ‘Q/ \QF

Case ID #: >€:iﬂ278 HQ-C1229736-VIO (Pending)bé &9@0

. / U
Approved By: Thomac Tnlia & wp . b&p

b2

b7E

|(Pending) b7C //Y \ )
b7A Title: (U)  INTELLIGENCE OVERSIGHT BOARD Q(& W /»\

(IOB) MATTER 2004-79

Synopsis: ES@iUEt is the opinion of the Of General
Counsel (OGC) that the above referenced matter must be reported
to the Intelligence Oversight Board (IOB) and to the FBI's Office
of Professional Responsibility (OPR). Our analysis follows.

g 09— 12-2005

FIEZ BY 6517%/DMH/JW/05-Cv-0845
REASON: 1.4 (C)

- DECLAZEIFY ON: 08-12-2030

Reference: ¢Q¢UB7S—HQ—C1229736—V10 Serial 572
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From: General Counsel
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(s)

(U) Title 18, United States Code, Section 2511,

prohibits the interception of electronic communications

except as provided by law. The act includes an

EXCeprlIon ror erecitronic surveillance that is conducted in
accordance with the terms of the Foreign Intelligence

Surveillance Act, 18 U.8.C, 2511 (2} (e). In this case. however.

(U)] ) A “United States person” is defined in section II.W of
the wuidelines as “an individual who is . . . [a] United States citizen
or a permanent resident alien . . . .” This regulatory definition is

based on the definition of a “United States person” as that term is used
section 101(i) of the Foreign Intelligence Surveillance Act (FISA), 50 U.S.C.
§ 1801 et seg. The latter states, in pertinent part, that a “‘United States
person’ means a citizen of the United States [orxr] an alien lawfully admitted
for permanent residence (as defined in section 101 (a) (20) of the Immigration
and Naturalization Act) . . . .”
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To: From: General Counsel
Re: ( -HQ-C1229736-VIO, 02/08/2005 b7E
1) -

Thus, the interception of these communications was not
authorized.

(U) Section 2.4 of Executive Order 12863 of September
13, 1993, requires General Counsel of the intelligence community
to report intelligence activities that they have reason to
believe may be unlawful or contrary to executive orders or
presidential directives to the Intelligence Oversight Board. The
circumstances of this

[ATTtnough a narrow reading or E.O. tish

12863 might not require the FBI to report this mistake to the
Intelligence Oversight Board, the Office of the General Counsel
has traditionally done so in these kinds of cases. OGC has
therefore prepared an appropriate communication to the b2
Intelligence Oversight Board and to the Inspection Division,

Internal Investigations Section. b7E
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ToO: - From: General Counsel
Re: (}Qi[ﬁ78-HQ-C1229736—VIO, 02/08/2005

b2

TE
LEAD (s) : b

Set Lead 1l: (Discretionary)

aT]| l

(U) For appropriate action.

Set Lead 2: (Discretionary)
DIRECTOR'S OFFICE

AT OPR FO, DC

(U) For appropriate action.
Set Lead 3: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information only.
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SECRET

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-explanatory
enclosure- entitled, "Intelligence Oversight Board (IOB) Matter,
IOB 2004-79." (U)

The enclosure sets forth details of investigative activity
which the FBI has determined may have been contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

DATE: 12-04-2005

CLASSTETED BY 6517 90ME/BAW 05-cw-0845 ) ALL INFORMATION COHMTAINED
REASON: 1.4 (C) HERZIM IS UNCLASSIFIED EXCEDT
DECLASHEIEY ON: 12-04-2030 WHERE SHOWM OTHERWISE

1 - Ms. Thomas 1 - IOB Library
1 - 1l - 278-HQ-C1229736-VIO
1 -

b6

b7C

Deriv oms: -3
De 1Ty on: -1

Case ID : 278-HQ-C1229736-VIO Serial : 734
SE}%T
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie Thomas
Deputy General Counsel

Enclosure

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SECRET

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB 2004-79 (U) '

The FBI received authorization from the Foreign Intelligence
Sﬁ&EET
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Section for any action that is deemed appropriate. v)

_SEeRET

fro
ify on: =

b2
bé
b7C
b78

b7a
bl

b2

. b7E

b7a

bl
b7a
b2
b7E

bl

b7a
b2
b7E




-

SEERET
---- Workind\Copy ---- Page 1

o H (M7
A e S

Precedence: ROUTINE Date: 06/22/2003

To: Counterintelligence Attn: SSA|
cD-1D DATE: 12-03-2005

Inspection » IMU v CTLASSTFTIED BY 65179 DMH/BAW
General Counsel NSLU REASCH: 1.4 (C)

DECLASSIFY OM: 1Z-032-2030

From:[ |
Squad 6
Contact: SM

Approved By: Whitehead Ccarl

ALL INFOEMATION COMTAINED

HEREIN I UNCLASSIFIED EXCEDT b2
WHERE SHOWH OTHEFEWIZE
b7E
Drafted By: b6
, bl b7C
Case ID #: (S) | | (Pending)
€§<'f 78-HQ-C1229735 (Pending) b2
78-HQ-C1229736-VIO (Pending) bE
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SA
L 1 : b7A
(s) b2
b7E
bl
Synopsis: (S) | b2
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DATE: 1E2-03-2005

CLAZESIFIED BY B5179DMHS BAW OE—cy—0
;1.4 (@

STFY OM: 1Z2-05-20750
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ALL THEFORMATION CONTATMED
HEREIN IS UHCLABEIFIED EXCERT
WHERE ZHOWN OTHERWIGE

January 4, 2005

General Brent Scowcroft (USAF Retired)
Chairman Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board
(IOB), Matter 2004-96." (u)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/cr laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism

investigations. (1)
Enclosure b2
1 - Mr. Szad v b7E
1 - SACl |

1 -_Ms. Thomas bé
1 p7C
1 - OPR

1 - 278-HQ-C1229736-VIO

Case ID : 278-HQ-C1229736-VIO Serial : 653
SE%&E?




Should you or any member of your staff require
additional information concerning this matter,
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will be arranged for you at your convenience. (U)

1 - The Honorable John
Attorney General
U.S. Department of
Room 5111

2 - Mr. James A. Baker
Counsel, Office of
U.S. Department of
Room 6150

INTELLIGENCE OVERSIGHT
| DIVISION
IOB MATTER 2004-96 (U)

D. Ashcroft

Justice

Very truly yours,

Julie F. Thomas

Deputy General Counsel

Intelligence Policy and Review
Justice
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Precedence: PRIORITY Date: 07/16/2004
To: General Counsel Attn: National Security Law Branch
Counterintelligence Attn: CD-3B, Room 4094
SSAa |
From:
‘Squad 16E,| =R
Contact: SA
Approved By: Mershon Mark J
ATTe THFORMATTON CONTATHETS bl
HEREIN IZ UMCLAZEIFIED EMCEPRT
WHERE BHOQWN QUHERWIGSE b2
Drafted By: |
b7E
(U) ,
Case ID #: 8] 278-HO-C1229736-VIC  (Pending) b
: (s)
‘ biC
Title: (%W ssra|
SA : 12-03-2005
| Division SEIFIED BY 65179DMH/BAW US-cv-0845

D EASOH 4 {0
TODS REASOM: 1.4 (C)
O DECLASSIFY OM: 12-03-2030

Synopsis%U)&Q Notification to the Office of General Counsel
of potential Intelligence Oversight Board (IOB) viclation(s).

g@(u) ' From - = ‘
De Y

[ locuxe () . (S)/

bl
b2
b7E
b7a

DetailMU)>*é) As directed per EC dated 03/08/2004 from the
National Security Law Branch, this communication is provided
as notification to the Office of General Counsel of potential

IOB violation(s). bl
(a) l b2

b7E

b7A
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Set Lead 1: (Discretionary)

GENERAL COUNSEL
AT WASHINGTON, DC
() . '
@ﬁi As directed per EC dated 03/08/2004 from the
National Security Law Branch, this communication is provided

as notification to the Office of General Counsel of potential
IOB violation(s) -

Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U) ﬁg Read and clear.
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Precedence: ROUTINE ] Date: 11/24/2004
To: Division Attn: ASAC FCI/Administrative
. CDC
Counterintelligence Attn: CD—?B, Room 4094 |
SSA
Director’'s Office Attn: Office of Professional
Responsibility
bl
From: General Counsel b2
National Securitv lLaw Branch/CILU/Room 79875
Contact: b7E
. b6
Approved By: Thomas Inlie F .
| b7C
Drafted By: A b7A

U)

Case ID #: ?§% 278 -HA-c1229726-vTaY) (Dending

ALL IMNFORMATION CONTATINED
HEREIN IZ UNCLAZSEIFIED EXCERT
WHEFRE SHOWN OTHERWIEE

Title: (;{(Ujlntelllgence Oversight Board
(IOB) Matter 2004-75

Synopsis: }XQiUHt is the opinion of the 0Office of General
Counsel (OGC) that the above referenced matter must be reported
to the ICOB and to the FBI's Office of Professional Responsibility
(OPR). OGC will prepare and deliver the required correspondence
to the IOB. Our analysis follows.

DATE: 12-03-2005 .
REASON: 1.4 () Dec d n: 9
DECLASSIEY ON: 1:2-03-2030

Reference: C%MU)Z?S—HQ—C1229736—VIO Serial 556

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, downlocad and print the
document in Corel WordPerfect.

Details: gyj
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b7a

Case ID : 278—HQ—C1229736—VIO Serial : 628
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b7A
**PFOOTNOTRS**
i17: (U) See EC from the Divigion to the General
Counsel, - b2
dated July 16, 2004, Case ID# 278-HQ-C1229736-VIO Serial
566, titled "SSRA bIE
[ |SA| Division,
IOB" hereijnafter b6
cited as |EC." .
5o~ oy | oo
ia”: (U) | |EC. b1
is”: (U) Id. b2 b2
167 : (u)y I1d. b7E b7A
i77: (U) Id. This notification was made via FBI e-mail.
ig”: (Up I EC. The FBI technical collection personnel so
informed vy reply e-mail.
. bl
io” . (u) EC.
b2
i107: (U) Id. bIA

i1l " M

i127: (K |

1=

(8)

1137: (U) | |EC. AGC

containing this information to SSA

gave the unopened envelope
| CD-3B who then

SEYRET

b7C

|18




o SE§KET
---- Workirg Copy ----

Page 4

submitted the unopened envelope to the]

i147:  (U) | |EC.
ils”": - (U) Id.
LEAD(s) :
Set Lead 1: (Info)
‘b2

(U) | |is reguested to jdentifv apnd forward

all material acquired |

| | to CD-3B.

Set Lead 2: (Action)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

bé
b7C
b2
b7E

b7E

(U)__CD-3B is requested to ' b2
provided by| |be submitted

Set Lead 3: (Discretionary)
DIRECTOR’S OFFICE

AT OPR FO, DC

(U) For review and action deemed appropriate.
CC: Ms. Thomas
b6
b7C

NSLB IOB Library
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ALL INFORMATION CONTATNED
HEREIM I&§ UNCLAZSSIFIED EXCEPRT
WHERE SHOWH OTHEEREWIZE

BY COURIER

DATE: 12-03-2005

CLASSTFIED BY S5179DMH/BAW  05-cw-0845
REAZON: 1.4 (O}

DECLASSIFY oOW: 1Z-03-Z0230

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:
This letter forwards for your information a self-

explanatory e entitled Intelligence Oversight Board b2
(IOB) Matter, Division, IOB Matter 2004-75." (U)

b7E

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism

investigations. (U)
Enclosure

b6
1 - Mr. Szady
1 - Mr  Chiryan b7C
1 -
1 - 278-HQ-C1229736-~-VIO-

C ID : 278-HQ- - ]
ase 8-HQ-C1229736-VIO - OIG/BSS#S

SE% Vo ©2°1L,  pate: S /fe s
FBIINVEST:

%% OIG/DOJINVEST.:; '
OPR UC INITIACS: ‘
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (m

Sincerely,

John F. Curran
Deputy General Counsel

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

INTELLIGETCE_QMERSIGHI_BQARD_ilQBﬁ MATTER b2

IOB MATTER 2004-75 (U) p7E

(8)

bl
b2

b7E
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(U) This matter has been reported to the FBI's Office
of Professional Responsibility for appropriate action.
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SEARET

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman '

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

T
Page

ALL THFORMATTION CONTATHED
HEREIN IZ UNCLAZBIFPIED EXCEPRT
WHEFE SAQWN QUHERWIGE

DATE: 10-13-2005

. CLASSTFIED BY 65179DMH/L1r2 Cafls-CV-0845
REAZON: 1.4 (C)

DECLASSIFY ON: 10-13-2030

This letter forwards for your information a self-explanatory

enclosure entitled,
IOB 2004-81." (u)

"Intelligence Oversight Board

(IOB) Matter,

The enclosure sets forth details of investigative activity
which the FBI has determined may have been contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or

laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U).
UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE
1 - Mr, Curran 1 - IOB Library b6
1 - 1 - 278-HQ-C1229736-VIO
1 - biC
eclassify > =1
S ET
CR
..2._
Case ID 278-HQ-C1229736-VIO Serial 594
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie Thomas
Deputy General Counsel

Enclosure

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

from: ~3
Dec Ty 3 5-1

S?@T
-

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB 2004-81 (U)

:)Si:iﬁﬁ FBI received authorization from the Foreign Intelligence
S ET
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Page

Surveillance Court (FISC) on August 5, 2004, o use a pen
reagigter and tran and trace device to collect
electronic commMmIcations
SYIGIIECTING LTOom or recervea ay | Jthat were
used by a U.S. person who is themBSUpJect or an on901qH;3
counterintelligence investigation.

18]

|15

The order specl 0 The o
Tnirormacion wag to be collected:

the source/destination, dates and times oI such communications

and the "To:," "From:," "cc:," and "Received:" headers for those

communications but not the content of such communications as

defined by 18 U.S.C. 2510 (8)." (Emphasis added|

{ra

On August 30, 2004 prQyided the initial response t
the order in the form of T alindal compact dj marke

}Augusc 30 200Z 12:58 CDT T '.i%g
‘ ial on August 31, 2004. On insgspecting the =

the Case Agent realized that

o
d

!

[ ITHI& FBL prompcr
{of the exrror and asked that hewgiiorth only th
information specxggii in the order be provided. original CD
were sent by the ce of the General Counsel to the Office of
Intelligence Policy and Reviewfor annranriate disposition. No

copies of the contents of the jwere retained by

the FBI. ~

The interception of electronic communications in this case
resulted from an error on the part of the internet service
provider; nevertheless, the interception was unauthorized and
thus contrary to Title 18, United States Code, Section

2511. The matter is

therefore reportable to the Intelligence Oversight

Board under the terms of Executive Order 12863. In addition, i
has been referred to the FBI's Office of Professional
Responsibility for any action that is deemed appropriate.

4a)
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Precedence: ROUTINE " Date: 12/10/2003
To: Counterterrorism Attn: ITOS 1/CONUS 1/Team 2
ssa|
General Counsel Attn: NSIB/CTIU TIT e
b7C
12 Attn:
SSA ATT, THFORMATTON CONTATHETS
b7E HEREIN I8 UNCLAZSEIFIED EXCEPRT

From: : WHEFE SHOWN QUHERWISE

CT-1
Contact: SA

Approved By: Kaiger Kenneth W

DATE: ~13-2005

REASCH: 1.4 ()
DECLASSIFY OM: 10-13-2Z030

Drafted By: | }gth

Case ID #: (U) 278-HQ-C1229736-VIO {(Pending)

Title: (U) PRESIDENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB)

CLA ‘J.kj.bb BY B5179DMHSLre ca# 05-C

Synopsis: )

Reference: (U) 66F-HQ-A1247863 Serial 130

U
Details: &) Consistent wi e guidelines set forth in the
referenced communication, ivision reports that |
inadvertently recorded pen/to information from a subject’s home
telephone line after the subjept changed mimhers The pen

register/trap and trace device Jwas
disabled | igh

4B~ The pen/toll information was recorded tﬁﬁough a
United States Foreign Intelligence Surveillance Court (USFISC)
authorized inastallation of a pen register/trap and trace device

TS& Controlllng legal authority Eo} the relevant
investigation is as follows:

Case ID : 278-HQ-C1229736-VIO Serial : 298
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Set Lead 1: (Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) Read and clear.




¥

.
sEﬁ@T
---- Workirlg™Copy ---- Page

Set Lead 2: (Action)
GENERAL COQUNSEL
AT NSLB

1. (U) NSLB is requested to coordinate with ITOS
1/CONUS 1/Team 2 and DOJ/OIPR to ensure required reporting
mandates are met.

2 anl ij b2
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Precedence: ROUTINE Date: 03/18/2005
bIE
To: Attn:  SAC
€t
Counterterrorisn Attn: A
' BLL THECRMATION CONTAINED
Inspection Attn:  Internal [nvestigation SERE- L3 THCLASS-EIED SCEFT
WHERE SHUBN OTHERWISE
Section ([1S)
From: General Counsel
' National Security Law Branch/LX Crossing, Room 55200 b2
Contact
bb
Approved By: Thamas Julie F mingugﬁajjgwmuﬂ Sa-5-CY-0345 b7C

Case ID #: \)Q 278-K-C122973-VI0 (Pending)

Title: *;r SA
SA

INTELLIGENCE OVERSIGHT BOARD
{108) MATTER 2004-71

Synopsis: It is the opinion of the Office of the General
Counsel (0GC) that this matter must be reported to the
Intelligence Oversight Board (10B)and to the Office of

Professional Responsibility (OPR), FBIHQ. OGC will prepare and

deliver the nacessary correspondence to the [0B. Our analysis

fol lows,

REASOM: 1.4 (O
DECLASRIFY oy 10-13-2039

b6

bC
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Reference: 5?6 278-1Q-C1229736-V10 Serial 546
278-H0-C1229736-V10 Serial 298

Administrative: (U) This communication contains cne or more
footnotes, To read the footnotes, download and print the
document in WordPerfect 6.1,
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[T RTS0 O (AL Sane oy, Uat, av wett

a International Terrorism Operations Section 1 (1105 1), were
notified of the error, both orally and by EC dated 12/10/2003,

(U} Measures have been taken by to prevent a
recurrence of this error, The TTA who made the above-described
error has been counseled to not delete any email messages without
reading it, Further, the case agent and all technical personnel
have been instructed to comunicate by personal contact all
pertinent information regarding technical coverage to the
appropriate TTA or technical supervisor. [t has been made clear
that it is the responsibility of each agent/investigator to verify by

contact wi i i
that

{U) Section 2-56 of the National Foreign Intelligence
Progran Manual (NFIPM) requires OGC to determine whether the

facts related above are required to be reported to the I0B,
SE%\T
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Section 2,4 of Executive Order (EO) 12863, dated 0971371993,
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, [NSD, and the General Counsel, 0GC, respectively)
report to the 108 “concerning intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
order or Presidential directive."

The case agent intended that this would

happen. However, it did not. Consequently, in accordance with
E.0. 17863 and Section 2-56 of the NFIPH, the inadvertent error
must be reported to the 108, which this Office will do.

—

5

=+== Working Copy ----

3]

bl
b2
b7k

Page

4




SEXT

--== Yorking Copy ---- Page” 5

SELRAT




| | il

, === Working Copy ==

LEAD (s):

Set Lead 1: (INFO) h2

b7E

AT

(U) Read and clear.
Set Lead 2: (Action)
INSPECTION
AT INTERNAL [NVESTIGATION SEQT]ON, De
(U} For action deemed appropriate.
Set Lead 3: (Action)
COUNTERTERROR1SH
AT WASHINGTON, D.C.

{Uy For action deemed appropriate

1 - Ms. Thomas

b6
1 -
1 biC
1- 108 File
HHEOOTNOTES**

Page
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i1 ?{Jt?}?Jnited States person is defined in Section 101(i)
of the
Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C.
1801 et
seq.) as a citizen of the United States for” an alien lanfully adnitted
for
permanent residence (as defined in section 101(a)(20) of the Immigration
and
Naturalization Act) . . . . See also Section 1.C of The Attorney General's
Guidelines for FBI Kational Security Investigations and Foreign Intelligence
Collection (NSIG).

i2" ;&é The case agent does not remember the date in December on

—thich the
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ALL THEFORMATION CONTATMED
HEREIN IS UHCLASSIFIELD EXCEPRT
WEERE ZHOWN OQTHERWIRE

BY COURIER
' DATE e 20
Mr. James Langdon ' r;,y?ﬁ%zg @él“C‘DNHlL: Ca#-05~Cv-0845
Chairman . REASOM: 1.4 (C)

: : VECLARE cooM: 10-13-2030
Intelligence Oversight Board PECDASSTER OH: 40 !

New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:
. , . 2
Enclosed for your information is a self-explanatory b

dum, entitled "Intelligence Oversight Board (IOB) Matter, b7E
| Field Office, IOB Matter 2004-71. (U)

This LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to The Attorney
General’s Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection and/or laws, Executive Orders, or
Presidential Directives which govern FBI foreign
counterintelligence and international terrorism investigations.
(U)

pare: Enclosure
CLASEIFIED BY 65179/DHMSLEPSDE
REASON: 1.4 ({0 0B-Cwv-0R45)
DECTAZSIRFY ON: 12-03-2030

- Ms. Thomas

lZTB—HQ—chﬂm'I- VIO b6

- OPR (IOB 2004-71) b7cC

W R
1

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

Ders from.
D v - 5-1

Mr. James Langdon

Case ID : 278-HQ-C1229736-VIO Serial : 798
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
Room 6150

INTELLIGENCE QVERSTGHT BOARD (IOB) MATTER b2
FIELD OFFICE b7E

ER 2004-71 (U)

SE(%%

Page
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bl , b2, b6, b7C, bIE
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13

This matter also has been referred to the FBI's Office
of Professional Responsibility for action deemed appropriate. (U)

Derive
Declas
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Precedence: ROUTINE Date: 04/29/2004
To: Counterterrorism Attn: ITOS 1/CONUS 1/Team 2 b6
SSh b7C
I0S
General Counsel Attn: NSLB/CTLU II
I |
— . Aten: CDC
SSA
b7E b2
From:
CT-1 b6
Contact: SA b7C
Approved By: ALL TNFORMATION CONTATNED

HEREIW I3 UNCLABSIFIELD EHCEPRT
WHERE ESHOWH OTHEEWISE
bé

b7C
Drafted By: |

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
DATE: 08-30-2005
CLASSIFIED BY 65179/DMH/JW/ 05-Cv-0845

Title: () PRESIDENTIAL INTELLIGENCE REASON: 1.4 (C)
OVERSIGHT BOARD (IOB) DECLABESIEFY ON: 05-30-2030
3
Synopsis: (U) To report a potential IOB violation involving

inadvertent recording of pen/toll information pursuant to the
USFISC-authorized installation of a pen register/trap.

ISEéREfZWUDe I From =
Dec Tty : 1

Reference: (U) 66F-HQ-A1247863 Serial 130

Details: >§ Consistent with the guidelines set forah_ulgij_
referenced ‘communication, | | Division reports tha

bl ,b2, bIE

e

i

[15)

Controlling legal authority for the relevant
investigation is as follows:
bl , b2, b6, b7C, bTE

Case ID : 278-HQ-C1229736-VIO - Serial : 457




bl

. b2
¥ SEREET b6
b7a Péﬂge
/ |:5:| b7C
/ b7E
woe O\ 3
 ——,——,——— K
[S] authorized on
bl
USFISC-authorized installation of a pen
. . T b2
register/trap and trac d on at
ab{ George P. Kazen, ., bé
Judge, United States Foreign Tntelligence Qﬁ_l S@E1 ilance Court bTA

b7C

< '“igh b7E

X

(X On approximately] SA
kcase agent) telephoned—Ttme—Termrtal Squad and asked
]

lto informl

bl

b2

18T we

b7C

fEy e
5l

-

EBS On | | 14| | noted through
115
ES( JAccordinq to Ssal | technical
A5 )=
j‘ b2
b6
BIC
b7E
<
5)
S5

bl b2, b5, bVE
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———- Workina Conv - — - - Page ' 3

4(53 b1

b2

b6

Slibpsegnen V4 ecrermine 3
i b7C
\_/ |: E :| b7E
(%) T1Ipon discovering the error SA :
l /A immediately notified SSA
Following the notification £& TRe Technical bl
; briefed _the appropriate Division b2
management inel andl| | ssa |
b6
‘xigh b7C
b7E
LEAD(g) :
Set Lead 1: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
bé
(U) ssa are requested to
coordinate with NSLB to insure that required reporting b7c

mandates are met.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to coordinate with ITOS

1/CONUS 1/Team 2 and DOJ/OIPR to ensure required reporting
mandates are met.
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Precedence: ROUTINE ' Date: 02/02/2005
To: Counterterrorism Attn: ITOS I /oOoNTIa T
b2 SSA
A b6
b7E
. ' . b7C
I:lDlVlSlOH Attn:
SSA
Inspection Division Attn: Charlene Thornton

From: General Counsel

National Security Affairs/Room 7975
Contact:

b6
Approved By: Thomas Julie F ALL TNFORMATTON COHTATNED
. HEREIMN IS UNCLASSIFIED BEXECEET biC
Drafted By R WHERE SHOWH OTHEREWIZE
(-

Case ID #: ‘bﬁ 278-HQ-C1229736-VIO

|:T_T:| : i I_}ATE: 0g-230-2005 ) )
Title . % UNSUB (S) ;;i;;II\]FI?-D‘:BE:C?Elee DMHS TWS 0E-Cv-0845

COUNTERTERRORISM DIVISION DECLASSIFY OMN: 0B-30-2030
I0B '
o
Synopsis: (&) It is the opinion of the Office of General
Counsel (OGC) that this matter must be reported to the Intel-
ligence Oversight Board (IOB). OGC will prepare a cover letter
and a letterhead memorandum for the General Counsel to report
this matter to the IOB.
%“—T:‘ tved from : =3
Dec Y - X-1
m,
Reference: i J\ﬁ) 66F-HQ-A1247863-130
Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in WordPerfect 8.
b2

Details: (U) Referenced communication fronx[::::::]Division to b7E

OGC, dated 04/29/04, requested that OGC review the facts of the
captioned matter and determine whether it warrants reporting to
the IOB. In our opinion, it does. Our analysis follows.

QX( As discussed in the referenced electronic
communication (EC) and the EC from the :nunhaxtﬁrrorism Division bl

___("Counterterrorism") cited belowil” the ivision initiated a 2

. bé

18 s
—————————————————————————————————————————————————————————————————————— b7C - - -

Case ID : 278—HQ-C1229736-VIO Serial : 686
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IR

!The Foreign Intelligence Surveillance Court

(FISC) subseque v authorized electronic surveil
regiater/tran and trace device)l was initi d on

1by George P. Kazen, iEh

Judge, United States Foreign Intelligence Surveillance Court) .
bl ,b2, b6, b7a, bVC, bJE

<

gy

o]

12

{15

T

: ; [
( Upon discovering the error onl Bk
notified the appropriate Counterterrorsim Division anuthorities

'EBSQET

bl , b2, be, b7A, b7C, bJE
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(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB all information concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive. This language was adopted verbatim from E.O. 12334,
dated 12/04/1981, when the IOB was known as the President’s
Intelligence Oversight Board.

(U) Title 18, United States Code, Section 2511 (2) (f)
states that the procedures contained in the FISA and Title III of
the 1968 Omnibus Crime Control Act (as amended by the Electronic
Communications Privacy Act) shall be the exclusive means by
which electronic surveillance . . . and the interception of
domestic wire and oral communications may be conducted.
Additionally, Section 2.5 of E.O. 12333 provides that, ie”lec-
tronic surveillance, as defined in the Foreign Intelligence
Surveillance Act of 1978, shall be conducted in accordance with
that Act, as well as this Order. Under Title 50, United States
Code, Section 1802(b), the FISC ig authorized to grant an order
approving the electronic surveillance of a foreign power or an
agent of a foreign power for the purposes of obtaining foreign
intelligence information. Under the pertinent FISA definition,
the term electronic surveillance means, the acquisition by an
electronic, mechanical, or other surveillance device of the
contents of any wire or radio communication to or from a person
in the United States, without the consent of any party thereto,
if such acquisition occurs in the United States. 50 U.S.C.
1801 (f) (2).

(;{ In this instance, it is clear that as a consequence
of an error, the FBI unintentionally obtained electronic data
beyond the periods authorized by the FISC. Thus, the
surveillance was not authorized under the Foreign Intelligence
Surveillance Act or Executive Order 12333. Although steps were
taken by FBI[::;:::gto sequester the unauthorized take to prevent o2
its use or further dissemination, in accordance with reporting '
requirements of Section 2.4 of E.O. 12863, FBI ierror b7E
nonetheless must be reported to the IOB. OGC wi prepare an

appropriate cover letter and an LHM for the General Counsel to
report this matter to the IOB.

T

y
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Lead(s) :
Set Lead 1: (Action)
COUNTERTERRORISM
AT WASHINGTON, DC
Set Lead 2: (Action)
AT | b2
(U) b7E

If it has not already been accomplished,
coordinate’ with Counterterrorism Division and FBI[_____ Jto
ensure that all recordings, log sheets and memoranda of any kind
related to the unauthorized ELSUR are collected, sequestered,
sealed and delivered to the Counterterrorism Division for
submission to the Office of Intelligence Policy and Review,
Department of Justice, for destruction.

bé

b7C

**FOOTNOTES** (1]}

i b7a
117 2@3 EC Seriall | from
e

the Counterterrorism
Division

to Inspection and OGC, dated 05/12/03 and titled "President’s Intelligence
Oversight Board (PIOB) Matters.

ggﬁéET
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
' DIVISION

b2
b7E

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) (U)

%

2004-55

P S PN Fs I,

Investigation of this TOR mabttar hac xamasl
ivision initiated a

i2)

iThe Foreign

Intelligence Surveillance Court (FISC) subsequently authorized

electron

ic surveillance of/

12

aAart A fF

Due to an adminji At nd technical error on the
ERT \and

{h8r

X

A copy of this submission to the IOB has been provided

to the FBI's Executive Assistant Director for Counterterrorism/
Counterintelligence. (U)

bl
b2
b6
b7a
b7C
‘b7E

' from +6= ’ v .
o SEE@T | |
A?P%@ygﬂ:ggfr:::::mWWM Training

< Laioratory JH. of EEQ
. Hmance____ Mational Sec. Aifairs__
Dwem0r’ Gen. Counsel IR 3. of Public & -
Oeputy Director_____ Info. Res. Personnel C'oho Affs
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Precedences ROUTINE Date: 02/14/2005
b2
To: :
- Attn: SAC
(D¢
Counterterrorism Attn: 1T0S1/CONUS! b6
SSA
BiC
Inspection Attn:  SC Toni Fogle

From: General Counsel
National Security Law Branch/LX Crossing Room 55200
Contact:

Aoproved By: Thomas Julie F
: b2 LT THFORMATTON CONTAINED
o HEREIN T8 UNCLASHIFIED EXCEDT

WHERE SHOWY OTHERWIGE

Drafted By:

bic
tase 10 A00)  27B40-C1225736-010 (perein) I
{1 CLASSTEIED BY 65179/DME/JH/ 05-CV-0945
Title: () INTELLIGENCE OVERSIGHT BOARD REASON: 1.4 (C)

(108) ATTER 2004-89 DECLASSIEY oMy [9-09-2030

18
SWWM%IHHMWMMHMWMMmNmm
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (10B)and to the Inspection Division
(INSD), FBIHG. OGC will prepare and deliver the necessary
correspondence to the [0B. Our analysis follows.

Reference: ><) 278-H0-C1229T36-10 Seral 457
278-H0-C1229736-V10 Serial 355
(UJ’
Administrative; (U) This communication contains one or more
footnotes, To read the footnotes, download and print the
document in WordPerfect 6.1,

Case 1D : 278-HQ-C1229736-V10 Serial ; 724

w
m
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D S]fy On: '1 I:E)

Details: M As reported by the Counterterrorism leswn In an
Electronic Comnunication (FC) dated 09/15/2004 on‘"
thel bivision | . on

’who are each a United
States person as that term is used in Section 101(i) of the
Foreign Intelligence Surveillance Act of 1978 (FISA).i1" On

obtained authorization from the Foreign
Intel ligence Surveillance Court (FISC) to instal
bl
X ] (E) b
b6
236 0 case agent contacted the
Technical Squad and advised them that FISA authority would bTA

expire on| !and to disable the line appropriately. bIC
Ther?after 0 — Intelllgence Anatyst (1A} -

:}45 0n IA noted through a review of
Telephone Applications that the collection | |
I o . ( E; )
Supervisory Special Agent, Technical Squad, was notified

immediately and on that date took the necessary steps to disable
the Line.

b{; Subsequently it was determined thaf

[

SECRET

. Page

2
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o
13)

()

Wi

bé) Upon discovering the error o

Case Agent inmediately notified the Counterterrorism Squad -

Supervisor who then briefed the appropriate ivision
management and the FBI Headquarters CT0/170S 1/CONUS 1/Team 2
Sunsryisory Sperial Agent 1| |

s

(U))Q Measures have been taken byEto prevent a
Mow cence of this error. The Technical Squad's personnel have

~ been instructed in the proper procedures and the need for
vigilance in a handling all Court authorized technical
surveillance and the need for attentiveness to all aspects of
technical collection.

(U) Section 2-56 of the National Foreign Intelligence
Program Manual (NFIPM) requires 0GC to determine whether the
facts related above are required to be reported to the 10B.
Section 2.4 of Executive Order (E0) 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
Intel ligence Community components (in the FBI, the Assistant
Director, [NSD, and the General Counsel, 0GC, respectively)
report to the 10B "concerning intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
S}X\ﬂ

Page

Bl
b2
bTA

b7E

bl
b2
b7a

b7k

b2

bR
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order or Presidential directive."

}Xﬁ Applying these principles to the case at hand, the 0GC
concludes that the inadvertent collection of information from the

10)

Was a violation of The Attorney General’s Guidelines for FBI
National Security Investigations and Foreign Intelligence
Collection (NSIG), Section V.14, and the Foreign Intelligence
Surveillance Act of 1978 (FISA

(3]

| When the authorization in

the order of the USFISC had expired, further collection on the

Though the
F81 terminated the device in a timely manner, collection was | ( E;)
inadvertently reinitiated contrary to the authorization by the US
FISC. Consequently, in accordance with E.0. 12863 and Section 2-
5 of the NFIPM, the inadvertent error must be reported to the
108, which this Office will do.

LEAD (5):
Set Lead 1: (Info)

[

AT

b2

b7k

{U) Read and Clear,
Set Lead 2:. (Action)
INSPECTION
AT WASHINGTON, DC

(U) For action deemed appropriate.

S€¢%§I\\

bl

b2

b7A

blE

Page
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- Ms. Thomas

bo

biC

1
1
1-
1- 108 File

EQOTNOTESH* /(U)

i1 :ké} A United States person is defined in Section 101(i)

of the

Foreign Intelligence Surveillance Act (FISA){codified at 50 U.S.C.
1801 et

seq.) as a citizen of the United States Tor " an alien lawfully admitted

for

permanent residence (as defined in section 101(a)(20) of the Immigration
and

Naturalization Act) . . . . See also Section 1.C of The Attorney General's

Guidelines for FBI National Security Investigations and Foreign Intelligence
Collection (NSIG).
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Coungel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

b2

b78

FIELD OFFICE

INTELLIGENif:ffﬁffIGHT BOARD (IOB) MATTER
I0OB MATTER 2004-89 (U)

Investigation of this IOB_maLLerjhas determined that on
onl | thel IDivision initiated

TSiste]
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obtained authord
Dozt (DTONY 4+

residential telephone was serviced D
had confirmed that the telephone wasisooscrIoET DY

>

on | | in accordance with the FISC order,

[::::::]dlscontlnued technlcaﬁ_suxne;llanﬂa af tarcetal b7a

rocdidont4ial t+alaoarbharna Hiimbhar : I b7C

|_I Trerearer—ord r=ul (5] .,

Intelligence Analyst (IA) gueried the

cvotram and Aatayming

b7E

bl

« R

a8

b7E

onl T2 rotred thronah

oUpPCILVISOLY sSpeClal Agelll, l1eCllllical o(guad, wWas HNOLLLICU
immediately and on that date took the necessary steps to disable
the line. ﬁ%ﬂ:

el

Derive P = = .

D lfy on: =1 . bl
o = b2
b7a
Shbﬂ
Upon discovering the error on] appropriate bl

management persgonnel were notified at [ \and at FBI
Headguarters. / \ bTA
< ] -

|

Measures have been taken byl |to prevent a
recurrence of this error including instruct1ng| |Technical
Squad’s personnel in the proper procedures and the need for
vigilance in a handling all Court authorized technical
surveillance and the need for attentiveness to all aspects of

SEQQFT . b7E
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technical collection. QQ(U)

Though inadvertent, the over collection violated 50
U.S.C. 1842(c) (2) and The Attorney General’s Guidelines for FBI
National Security Investigations and Foreign Intelligence

Collection. (X) ()

This matter also has been referred to the FBI's
Inspection Division for action deemed appropriate. (U)

SECRET

Page
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Precedence: PRIORITY Date: 01/31/2003
To: Inspection Attn: Inspection Management Unit
General Counsel National Security Law Unit
Counterterrorism RFU
b2
From: [ ] |
Squad 2 be
Contact: b7C
Approved By:
b6
b7C
Drafted By: | |rig
Case ID #: (U) 278-HQ-C1229736-VIO {Pending)
b2
Title: >éHU35A |INS/JTTF b6
SSA I ALL THEORMATTON CONTATIMNED b7C
| | DIVISION EEREIN IS UNMCLAZSIFIED EXCERT b7E
WHERE SHOWN OTHERWISE
Synopsis: ¢éiﬂﬁeporting possible IOB matter
. DATE: 059-22-2005
wmj De From — -3 CLASSIFIED 5Y 65173/ DMH/ T0/ 05-CV-0845 bz
D ity - REASON: 1.4 () bé

DECLASESIFY ON: 09-22-2030

b7C
Administrative: (£)lllReference telcall on January 24, 2003 -
Efffffff] Division, and AGC

OGC FBIHQ'bl , b2, b6, b7a, b7C, bIE

Details: \}gi onld

the FISA Court

118)

(/\ﬂ/\) on or abontrl

g

Case ID : 278-HQ-C1229736-VIO \ Serial : 75
[ | b2
SPCRET
b7a
b7E




bl , b2, bé, bTA, b7C, bTE
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g SEgéFT
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however, was not stoppe i til the exni i
__the ﬁISA Conrt order on Between (s)
and lemplovees. on a weeklv basis.

This data retr;eved IhaswbeenWUDIoaded """"""" iSh
by employees into the | The

compact disks are presently in elsur storage in| |

iU@E; [::::::]has reiterated to agents the absolute
necessity ‘that they be continuously aware of the status of all
elsur coverage on targets.

LEAD (s) :
Set Lead 1: (Adm)
INSPECTION

AT WASHINGTON, DC

tUj&Q Advise[:::::quvision regarding appropriate and
e

necessary future action, especially with respect to compact disks
presently in elsur storage.

Set Lead 2: (Adm) °
GENERAL COUNSEL
AT WASHINGTON, DC
iUixﬁﬁg Advis%[;:::::]Division with respect to compact
disks presently in elsur storage and advise OIPR as appropriate.
Set Lead 3: (Adm) b
COUNTERTERRORISM b7E

AT WASHINGTON, DC

>é} Read and clear.
)

SEWRET

bl
b2
b7A

L7E

b2

b7E

b7E
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m]ﬁﬁ”QQ& CLASESIFIED BY 5517% DMH LF CHWC
REASON: 1.4 (<)

DECLASSIFY ON: 12-12-2030
M :

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ' Date: 02/10/2005
~To: Director’'s Office Attn: OPR
lhspection Attn: SSA
b2 . Attn: SSA
b7E SA [ ITNS/ITTF
SS b&
TT
bIC

From: Office of the General Counsel

National Security ILaw Branch/CILU/Room 7975 b2
Contact: b6

b7C

Approved By: —_Thomas Tulie ¥

ALL THEORMATION CONTATMET
HEREIN IZ UHCLABEIFIED EXCERT
WHEEE ZHOWN QTHEEWISE

Drafted By:

Case ID #: (?) 278-HO-C1229736-VIO égﬁﬂb
q

&) 278-HQ-1415235 M b2
b6

i ': p | b7C
e (X)im A | IRs/oTTF fPOWWOU lf% -
S

—

IOB 2003-27

m

Synopsis: g%) It is the opinion of the Officelof General
Counsel (OGC) that this matter must be reported to the Intel-
ligence Oversight Board (IOB). - OGC will prepare and deliver the
necessary correspondence to the IOB.

(%)()  “Derived from +T-3
De gify X1 REAZS

y RbSIE{ OB

e BDLT RS DM WS 05OV - 0845

09-2Ts

Reference: ><) 278-HQ-1415235 Serial 1

(1)
e
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s?é'r
To: Inspection

From: Office of the General Counsel
Re: (X}im78—HQ-C1229736—VIO, 02/10/2005

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, downlocad and print the
document in Corel WordPerfect. ish

Details: r__gél__as_diagusfed in the électronic communicaticn
(BEY!  on Niviainn 1n1t1ated al

'Who was a “United States

person” as that term 1s used 1n the then existing Attorney b1
General Guidelines for FBI Foreign Intelligence Collection and
Foreign Counterintelligence Investigations (FCIG)? and the

Foreign Intelligence Surveillance Act of 1978 (FISA).? On b7E

b2

|thained authority from the Foreign Intelligence

Surveillance Court (FISC) to initiate electronic surveillance of
subject's The initiation and continuation of the FI
and the utiITzation of FISA required thatl comply with the
requirements of the FCIG and the FISA. The referenced EC reported
that the submission of 90-day LHM to National Security
Law Unit (NSLU) and theorrrce ©of Intelligence Polic% and Review
(OIPR) was delayed.? The—on-dav IHM, date

was naot

received by NSLU until Further, .
1 b2
i h }&g nd the Director's Office, dated b6
and titled SSA [; INS/JTTF [;] B7C
,] TTA 1v151on 71 IOB 2003 27." (INSD EC
b7E
{Uh(>6 A “United States person” is defined in Section II.W. of the FCIG
as “an individual who is. . . [a] United States citizen . . . or . . . [b] a
permanent resident alien . . . .” On 10/31/03, the FCIG were superseded by
the Attorney General’s Guidelines for FBI National Security Investigations and
Foreidgn Intelligence Collection (NSIG). However, because this potential error

occurred while the FCIG were in effect, the potential error is analyzed within
the context of.the then existing FCIG.

3 (U) The FISA is codified at 50 U.S.C. 1801 et seqg. A "United States
person" is defined in Section 101(i) of the FISA as: "a citizen of the United

States, [or] an alien lawfully admitted for permanent residence ... ."

* (U) INSD EC.

b2

> (U) These dates were confirmed on[::::::::]by Ms.
National Security Law Unit, Office of the General Counsel. Ms bé
maintains a database with the 90-day and annual LHMs submitted bBIC

S T




bl
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To: Inspection
From: Office of the General Counsel b5
Re: 9%) 278-HQ-C1229736-VIO, 02/10/2005 b7E
Uy
oug [|cook steps to discontinue monlitorind,

(U) Section 2.4 of Executive Order (EO) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
regpectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive. This
language was adopted verbatim from EO 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and
the IOB (and its predecessor, the PIOB), this language has been .
interpreted to mandate the reporting of any violation of a
provision of the FCIG, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provisions were gpecifically intended
to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB.
The FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

iUJ%“}é) As to the first issue of delayed reporting,
Section IX of the FCIG set forth rules governing

subject.

6 (U) INSD EC. It is unclear from the EC submitted whetherl |

apnropriately sequestered the materials related to the . B2
| If it has not been already accomplished ed
materials must be submitted, b5

b7E

3




To: Inspection
From: 0Office of the General Counsel
Re: bé) 278-HQ-C1229736-VIO, 02/10/2005

i

the reporting of information concerning foreign
counterintelligence and international terrorism investigations.
Section IX.C provided in pertinent part that:

Each full investigation of any U.S. person
shall be reported within ninety (90) days of
" initiation to the Office of Intelligence
Policy and Review, setting forth the basis
for undertaking the investigation. The FBI
shall furnish to the Attorney General or a
designee a summary of each investigation at
the end of each year the investigation
continues, including specific information on
any requests for assistance made by the FBI
to foreign law enforcement, intelligence or
security agencies. (Emphasis added.)

LS ) Section IX.C was intended to regulate the timely
reporting 6f FBI full investigations on U.S. persons to the OIPR.
As such, it was written to include both administrative and
“rights protection” components. The 90-day and annual reporting
requirements of Section IX.C are purely administrative in nature,
while the oversight exercised by the OIPR in reviewing the
required reporting ensures the protection of individual rights.
As a general rule, delinquent annual or 90-day LHMs are
considered to be violations of an administrative nature when they
are submitted to the NSLU within 90 days of their original due
date. These administrative violations are placed in the control
file for periodic review by the Counsel to the IOB. When an LHM
is not submitted at all, or is submitted later than 90 days from
its original due date, the facts and circumstances of that
particular case must be examined to determine whether the failure
or substantial delay in submitting the LHM precluded meaningful
oversight and review by the OIPR. If OIPR was precluded from
conducting such oversight and review, then the matter must be
reported to the IOB.

H”n“éé s previously discussed, 90-day LHM, b2
dated was not received by NSLU until bTE
AlthougmmroeTayed, because the delay was less thEn avs, the

e
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To: Inspection

From:, Office of the General Counsel

Re: ) 278-HQ-C1229736-VIO, 02/10/2005
RN

error is considered to be of administrative nature. Accordingly,
the delayed submission of the 90-day LHM is not reportable to the
IOB. A record of this decision should be maintained in the
control file for future review by Counsel to the IOB.

b2

iUJ“Qﬁﬁ As to the second issue of]
7\ | Section 2.5 of

Executive order 12333 provides that: "[e]lectronic surveillance, b7E
as defined in the Foreign Intelligence Surveillance Act of 1978,
shall be conducted in accordance with that Act ... ." Each

request for the issuance of a FISC order for the pen register and
trap and trace surveillance is supported by an application. As
required by the FISA, requestor of the FISA provided a
certification "that the information likely to be obtained is
foreign intelligence information not concerning a United States
person or is relevant to an ongoing investigation to protect
against international terrorism or clandestine intelligence
activities, provided that such investigation of a United States
person is not conducted solely upon the basis of activities

protected by the first amendment to the Constitution.™

l:T'T:I \(X\ Do nyrevinnalsy Adiarmigaed I I

b2

1
| 1Nnils action was

contrary to the Executive order 12333 and the FISA. b3

Consequently, in accordance with the reporting requirements of
Section 2.4 of E.O. 12863, OGC will prepare a correspondence to
report this matter to the IOB.

b7E

7  (U) S50 U.S.C. 1842, Section 402(c) (2).
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To: Inspection :
From: Office of the General Counsel

Re: (%<—)—|:T_]ZI|78-HQ-C1229736—VIO, 02/10/2005
LEAD (s8):

Set Lead 1l: (Action).

DIRECTOR’S OFFICEH

AT OPR FO, DC

(U) For action deemed appropriate.
Set Lead 2: (Actiom)

INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 3: (Action)
. b2

b5

b7E

(Bstuif it has not already been accomplished,l |

CC: Ms. Thomas

o
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To: Inspection
From: Office of the General Counsel
Re: (X) 278-HQ-C1229736-VIO, 02/10/2005
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IOB Library
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Precedence: PRIORITY Date: 09/13/2004
To: General Counsel Attn: NSLB
CTIII T
From: DATE: 12-12-2005
. oL FIED BY 5179 DMH/LE/SCHWC
CoL RE J: 1.4 ()
Contact: DECLASSIFY OM: 12-12-2030
Approved By bz
. b6
Drafted By: b7
Case ID #: (U) 278-HQ-C1229736 bIE

(U) 27 8 . 7 54 2 3 ALL INFORMATIOCH COHTAINED

HEEEIMN IS UNCLARSIFIED EHCEPRT
| WHERE SHOWH OTHERWLSE

Title: (U) ssal
SA|
INTELLIGENCE OVERSIGHT BOARD MATTERS

(U) RESTRICTED DOCUMENT - DISSEMINATE TO PERSON(S) WITH ROLE

Synopsis: (U} This communication brings captioned matter to the
attention of FBIHQ, Office of the General Counsel (OGC).

(><|:T_T:| DeT _From +—G-3

Dec v Onm_ X1
Reference: (M B7A
Details: (U) SUMMARY b2
b5
bTE
iﬂﬁx&ﬁ | |
VAN
b2
bs
b7E

(U) DETAILS

Case ID : 278=HQ-C1229736 b2 Serial : 1904
75423 b7E 47
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b2
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bé
b7a
b7C
bTE

(S/NFFOQ) According to [Telecommunic

Specialist and Special Agent

Trained Agent (TTA), three FBI enmpIOYyEeS IE-CIECKEd

(SAT]

tions
Technically
the wiring

bl
b2
b5

and programping_qf the FBI's equipment and eyexuthins wac dana

oot lsr

Taolaoacommiing ot d o JTInsd e (TIT

bé

) IE;? b7a

b7C
b7E

(5/RTFee) on

went to the box where TThe
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b7C

b7E
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b5

b7a

15 o

anmi J

”igh bl

b2
b5
b6
~ b7a

b7C

b7E

(U) sa has previously notified the Department
of Justice, Office of Intelligence Policy and Review (DOJ OIPR)
concerning this matter. bé

(U) SAC RECOMMENDATIONS: B7c

(U) (8) sAC recommends no administrative or
disciplinary action occur in this matter. The employees involved
in this matter did not intentionally intercept the data and took
continuing and exhaustive steps to find the reason for the error
and correct it. Even in the face of correctly connected
machinery and repeated assertions by the telecommunications b7E
provider that there was no error, the employees continued to
search for tpe—eason for the apparent mistake. SAC,
believes the personnel involved in this matter acte ,
appropriately—and commends them for their tenacity in rooting out
the telecommunication service provider’s mistake.

b2

LEAD(s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) At NSLB, CTLU I K6 please review the cricumstances
described herein and advise Division as to your findings.

b2

b7E




Precedence: PRICRITY
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--=- Horking Copy ---- Page

Date: 03/22/2005

To: Attn: SAC
(nC
Counterterrorism Attns 170 LLLONUS IV ke
SSA b6
Inspection Attn: 11§
¢
N 7 b
b7E
From: General Counsel
NSLB/CTLY 1/Room 7975
Contact: ATL THEORMATTON CONTATHRED
REREIN I8 UNCLASSIFTED EYCRIT
WHERE SH0UN OTHERWISE
Approved By:  Thomas Julie F ’
bo
Drafted By: e
DATE: 09-27-2005
) CLASSTFIRD BY A5179/THH/ T0/05-2V-0845
Case 1D #: (U) 278-HQ-C1229736  (Pending) IWASON: 1.4 (0]
) 273[:]75423 (Pending) b2 DECLASEIEY o: 19-27-2030
bR

Titler () S
SA

INTELLIGENCE QVERSIGHT BOARD NATTER

tU)r 108 2004-85

WWN:%IHHMWWMHMWWMWWH
Counse! (0GC) that the above referenced matter must be reported
to the Intelligence Oversight Board (108) and to the FBI
Inspection Division, Internal Investigations Section. Our

analysis follows,

Case 1D : 278-H0-C1229736
27 [o75423 b

i

Serial : 2480

g 5
%

b6
b7e




References {8)/ 278-HQ-(1229736 Serial 1904

b2
“.” ) i Jsias serial 47 b7
(s

Details: >§> Pursuant to Foreian Intelli gnce Surveil{éﬁce
Court (FISC) ordel - |Division

(hereinafter received authority for_a Pen

13

ject of an investigation unaer ' |: E:I

"} a U.S. person (USPER),
0 the Attorney General's Guidelines for FBI
National Security Investigations and Foreign Intelligence
Collection (NSIG or the Guidelines).i1* The order authorized the
PR/TT to begin 04 and it was to be terminated
on

Pursuant to another FISC orde
i i | conte
an USPER being » E;)
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(U) %) Consistent with the requirenents of Executive
Order (£.0,) 12863 and Section 2-56 of the National Foreign
Intelligence Program Manual (NFIPH), OGC was tasked to determine
whether the surveillance error described here is a matter which
mist be reported to the 10B. We conclude that it must. Section
2.4 of £.0, 12863, dated 09/13/1993, mandates that Inspectors
General and General Counsel of the Intelligence Community
components (in the FBI, the Assistant Director, Inspection
Division, and the General Counsel, 0GC, respectively) report to
the 108 all information concerning intelligence activities that
they have reason to believe may be unlawful or contrary to
Executive order or Presidential directive.

(U) Title 18, United States Code, Section 511(2)(f)

states that the procedures contained in the FISA and Title [11 E;EQE
SEARET
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the 1968 Omnibus Crime Control Act (as amended by the Electronic
Communications Privacy Act) shall be the exclusive means by
which electronic surveillance . . . and the interception of
domestic wire and oral communications may be conducted.
Additionally, Section 2.5 of E.0. 12333 provides that,
e lectronic surveillance, as defined in the Foreign
Inteltigence Surveillance Act of 1978, shall be conducted in
accordance With that Act, as well as this Order. Under Title
50, United States Code, Section 1802(b), the FISC is authorized
to grant an order approving the electronic surveillance of a
foreign power or an agent of  foreign power for the
purposes of obtaining
foreign intelligence information. Under the pertinent
FISA definition, the term electronic surveillance means, the
acquisition by an electronic, mechanical, or other surveillance
device of the contents of any wire communication to or from a
persen in the United States, without the consent of any party
thereto, if such acuisition occurs in the United States... 50
U.S.C. 1801(F)(2).

e
‘;}S} In this instance, it is clear that as a
consequence of an error on the part of a comunications carrier,

the FISC. Even thoug pas diligent in its
discovery of the| | b2
the Foreign Intelligence Surveillance b
Act or Executive Onder 12333. Consequently, in accordance with -

E.0. 12863 and Section 2-56 of the urwn,m
to the 108, which this Office wilT do. WIT prepare

an appropriate cover letter and an LHH for the Deputy General
Counsel to report this matter to the [08.

HHFOOTNOTES** 0l

il EBQZ"A United States person is defined in section I1.M of
the Guidelines ag an individual who is . . . a” United States citizen

e
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or . . . & permanent resident alien . . . . This regulatory definition
is
based on the definition of a United States person as that term is used
section 101(1) of the Foreign Intelligence Surveillance Act (FISA), 50 U.S.C.
1801 et seq. The latter states, in pertinent part, that a United States
person means a citizen of the United States jor” an alien lawfully admitted
for permanent residence (as defined in section 101(a)(20) of the Immigration
and Naturalization Act) . . . .

LEAD(s):

Set Lead 1: (Discretionary)

AT

b2
fUJ :b&( Coordinate with FBIHQ, the Counterterrorism

Division, 1708 1, CONUS IV, to ensure thatl | b3

bIR

jare collected, sequestered, sealed and delivered to CONUS
IV for submission to the Office of Intelligence Policy and
Review, Department of Justice, for destruction.
Set Lead 2: (Discretionary)
INSPECTION
AT WASHINGTON, DC
{U) For apprapriate action.
Set Lead 3: (Info)
COUNTERTERRORISM

AT VASHINTON, ..

(U) For information only,
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DATE: 10-05-2005

CLASSTFTIED BY £5179/DMH/JW/05-CW-0845

REASON: 1.4 (C)

DECLASSIFY ON: 10-05-Z030 *

ALL THEDORMATION CONTATMED
HEREIN If UDHNCLAZEZIFIED EXCERT
WHEEE ZH0WN QTHERWIEZE

BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2004-85." (u)

The enclosure sets forth details of investigative
activity which the FBI has determined may have been contrary to
the Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

1 - Mg, Thomas 1 - IOB Library
i - 1 - 278-HQ-C1229736-VIO b6
1

- b7C

bé

b7C

Case ID : 278-HQ-C1229736-VIO Serial : 774
%EE(ET
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie Thomas
Deputy General Counsel

Enclosure

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150
SEeRET
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
IOB 2004-85 (U) b5

X |

L
I AS a Yesult o THis

instead OL capturing the telephone communications oI another
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subject who was actually the target of the order issued by the
Foreign Intelligence Surveillance Court (FISC).

A

5]

bl , b3, be, bIC

1he matter 1s tThererore
TTCPOULICADIT CU CIIT IIMICeITIgelice UVeILSIgIIt oard under

the terms of Executive Order 12863. In addition, it has been
referred to the FBI’s Inspection Division, Internal
Investigations Section for any action that is deemed appropriate.
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